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Abstract

For Platform-as-a-Service (PaaS) environments characterized by elasticity, multi-tenancy, and layered dependencies,
this paper proposes a structured method for selecting a vendor-neutral open-source observability stack. The proposed
method is based on an analysis of commercial monitoring solutions and covers five functional categories: metrics
monitoring, visualization, log monitoring, distributed tracing, and alert routing/incident response. Selected open-
source tools are evaluated using technical and operational criteria, including integration, scalability, high availability,
and maintainability, with a 1-5 Mean Opinion Score (MOS)-style rubric. Based on the results, the proposed toolchain
consists of Prometheus, Grafana, Loki, Jaeger, and Alertmanager. It can serve as a practical monitoring framework for

different PaaS environments.
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1. Introduction

Platform as a Service (PaaS) shifts a large portion
of operational responsibility from application teams
to the platform layer, while simultaneously increasing
the number of interdependent operational components,
such as runtimes, controllers, service meshes, collectors,
storage backends, and alerting services that can affect
service reliability. According to the National Institute
of Standards and Technology (NIST) definition [1], PaaS
users control their deployed applications (and sometimes
application-hosting configuration), but do not manage the
underlying cloud infrastructure-making platform-level
telemetry and diagnostics essential for both operators
and tenants [2]. Tomarchio et al. emphasize that cloud
platforms increasingly rely on orchestration across
heterogeneous and multi-cloud environments, where
applications, platform services, and infrastructure com-
ponents are distributed across different administrative
and technological domains. This supports the motivation
of the present paper; in such environments, monitoring
cannot depend only on a single provider-specific toolset,
but should rely on interoperable and vendor-neutral ob-
servability mechanisms. Therefore, their work provides a
conceptual background for treating portability, integra-
tion, and cross-layer visibility as important criteria in the
evaluation of open-source PaaS monitoring systems.

In practice, monitoring for PaasS is less about observ-
ing static infrastructure “health” and more about main-
taining confidence in service behavior under continuous
change. Monitoring must support trend analysis, fast de-
bugging, and actionable alerting, while enabling different
stakeholders (platform/Site Reliability Engineering (SRE)
teams and application teams) to share a consistent opera-
tional picture. These goals align with reliability engineer-
ing guidance that emphasizes monitoring as a foundation
for alerting, debugging, and decision-making, rather than
a passive reporting mechanism.

The importance of cloud monitoring has also been
emphasized in previous research. Aceto et al. provide
a broad survey of cloud-monitoring definitions, mo-
tivations, platforms, and open challenges, while Syed
et al. classify cloud-monitoring approaches through a
taxonomy covering architectural and operational aspects.
These works confirm that monitoring is a central require-
ment for operating complex cloud environments [3].

A PaaS environment is typically elastic by design
(workloads scale up/down, instances are short-lived),
multi-tenant (shared control planes and shared infras-
tructure), and layered (applications run atop platform
services, which run atop orchestration and infrastruc-
ture). This creates a diagnostic gap; when something
goes wrong, symptoms may surface at the application

level even if the root cause is in platform automation,
networking, or shared dependencies. Effective PaaS mon-
itoring therefore must make system behavior observable
end-to-end and across layers so that platform operators
can protect the platform’s service-level objectives (SLOs),
and application teams can protect user-facing SLOs with
minimal friction.

Modern observability practice converges on combin-
ing multiple telemetry “signals” because no single signal
is sufficient in dynamic distributed systems:

» Metrics capture quantitative behavior and are typ-
ically the first line for detection and Service-Level
Objective (SLO)/Service-Level Agreement (SLA)
tracking.

» Logs provide discrete events and rich context for inci-
dent investigation and audit.

» Traces reveal request paths across microservices and
platform components, enabling root-cause analysis
for latency and dependency problems.

Recent studies on cloud-native observability confirm
that metrics, logs, and traces should be treated as comple-
mentary signals rather than isolated monitoring outputs.
Kosinska et al. present a systematic mapping study of ob-
servability in cloud-native applications, while Usman et
al. discuss observability requirements in distributed edge
and container-based microservice environments [4].

To make these signals operationally useful in PaaS,
correlation becomes a first-class need; engineers should
be able to pivot from a metric anomaly to the relevant logs
and traces (and back) using shared context such as service
identity, labels/tags, timestamps, and trace identifiers. In-
teroperable context propagation is especially important
when services and intermediaries are heterogeneous; the
World Wide Web Consortium (W3C) Trace Context spec-
ification formalizes how trace identifiers can be propa-
gated across boundaries to avoid “broken traces” in multi-
component transactions.

Finally, PaaS monitoring is incomplete without an
incident-response layer. Alerting must translate teleme-
try into prioritized, routed, and deduplicated notifications
that reduce noise and accelerate recovery. In a Paa$ set-
ting, alerting quality directly influences platform trust; ex-
cessive noise results in alert fatigue (Table 1), while in-
sufficient sensitivity delays detection and increases blast
radius. Consequently, selecting an observability stack for
PaaS is inherently a hard decision; it must support reliable
operations, enable shared understanding (“single pane of
glass”), and remain sustainable under growth and change.

Section 2 presents professional monitoring patterns
for cloud and PaaS-oriented applications, using native
monitoring ecosystems of AWS, Azure, and Google Cloud
as reference points. It discusses how commercial plat-
forms organize telemetry collection, storage, correlation,




visualization, alerting, and governance, and identifies
recurring architectural patterns such as centralized
monitoring, agentless default telemetry, multi-signal
correlation, topology-aware diagnosis, adaptive alerting,
and observability-as-code.

Section 3 introduces the evaluation method for
open-source monitoring systems.
five functional categories required for a complete PaaS
observability stack: metrics monitoring, visualization,
log monitoring, distributed tracing, and alerting/incident
response. For each category, it presents selection criteria,
describes the evaluated tools, and applies a 1-5 MOS-style
scoring rubric to compare their suitability for scalable
and maintainable PaaS monitoring environments.

The section defines

The evaluation identified a best-in-class open-source
tool in each functional category. The average score is
the arithmetic mean of criterion-level 1-5 MOS ratings,
where 1 denotes weak or partially incomplete solutions
and 5 denotes mature, production-ready solutions. The
highest-scoring tools per category were: Prometheus
(avg. 4.40; runner-up VictoriaMetrics 4.20) for metrics,
Grafana (4.50; runner-up Zabbix 2.80) for visualization,
Loki (4.20; runner-up Zabbix 2.50) for log monitoring,
Jaeger (4.40; runner-up OpenTelemetry 3.70) for dis-
tributed tracing, and Alertmanager (4.30; runner-ups
Grafana 3.90 and Zabbix 3.10) for alert routing and
noise reduction. Quantitative MOS results are reported
in Tables 1-5 (Section 3). No inferential statistics are
provided, as the evaluation is a structured rubric-based
comparison.

Section 4 consolidates the evaluation results into
a general monitoring framework. It first discusses
cross-cutting criteria such as scalability, high availability,
interoperability, configuration maintainability, resource
overhead, documentation quality, and community ma-
turity. Then, based on the highest-scoring tools in each
category, it proposes an integrated open-source toolchain
composed of Prometheus, Grafana, Loki, Jaeger, and
Alertmanager, and presents a simplified architecture
showing how metrics, logs, traces, visualization, and alert
routing can be combined into a practical PaaS monitoring
system.

The final section summarizes the main findings, dis-
cusses practical implications of the proposed toolchain,
and outlines possible directions for further validation and
development of the framework.

To improve readability and avoid ambiguity, Table 1
summarizes selected terms and phrases used throughout
the paper. These terms are common in monitoring and ob-
servability practice, but some of them may be interpreted
differently depending on the cloud provider, tool ecosys-
tem, or operational context. The table therefore provides
concise working definitions used consistently in this pub-

lication.

Table 1: Definitions of selected monitoring and observability terms

Term / phrase

Definition

MOS score

A 1-5 Mean Opinion Score-style rating used
to assess how well a tool satisfies a given
evaluation criterion, where 1 means weak or
missing support and 5 means mature,
production-ready support.

Average score

The arithmetic mean of criterion-level MOS
scores within a given functional category.

Moving parts

Interdependent operational components of a
monitoring environment, such as runtimes,
controllers, service meshes, collectors,
storage backends, and alerting services.

Low setup

Low initial configuration effort for managed
services, where baseline telemetry is
collected automatically.

Vendor lock-in

Increased migration cost caused by
provider-specific telemetry formats, APIs,
dashboards, alerting rules, and
access-control models.

Burn-rate indicator

A metric showing how quickly a service
consumes its allowed error budget; for
example, a burn rate above 1 means the

service is consuming the budget faster than
planned.

Scraped samples

Individual metric data points collected
periodically by Prometheus from exposed
/metrics endpoints.

Role-based access control; a permission

RBAC model in which access rights are assigned
according to user roles.

A logical storage container for log entries,

Log bucket with its own retention and access-control

settings.

At-rest encryption

Encryption of stored telemetry data, as
opposed to data being transmitted over the
network.

Reduced responsiveness caused by excessive

Alert fatigue .
low-value or noisy alerts.
. . Temporary suppression of known or
Silencing emporary suppre W
expected alerts.
. A planned period during which alerts ma
Maintenance p p uring W Y
. be suppressed because maintenance work is
window

expected to affect normal system behavior.

War-room tooling

Collaborative incident-response tools, such
as chat rooms, incident channels, or
conference bridges, used during operational
incidents.

Agent sprawl

The uncontrolled growth of multiple
telemetry agents, collectors, or sidecars
across services and hosts, increasing
configuration and maintenance burden.




2. Professional monitoring systems
patterns for cloud applications

2.1. Conceptual foundations

Professional monitoring in cloud-native PaaS
contexts aims to provide timely, decision-relevant
evidence about the runtime state of applications, the
managed platform components they depend on, and the
user-visible outcomes of failures or degradations. This
chapter focuses exclusively on commercial cloud provider
monitoring services—specifically the native offerings of
the three major providers operated by Microsoft Azure
(Azure), Amazon Web Services (AWS) and Google Cloud
Platform (GCP) and the professional monitoring patterns
embodied in these ecosystems.

A widely used analytical lens for “observability” (as
reflected across provider-documentation) is the separa-
tion of telemetry into metrics, logs, and traces, extended
in practice by “change/audit” records. Azure Monitor
documentation uses this multi-type perspective explic-
itly—monitoring data is collected, stored, correlated, and
acted on across these data forms [5]. In this chapter, the
terms are used in the following operational senses:

Metrics are numeric time series describing system
behavior at points in time (e.g., latency percentiles, er-
ror counts, CPU utilization). Azure Monitor defines met-
rics as numeric data collected into a time-series database
[6]. Logs are timestamped event records (structured or un-
structured) emitted by runtime components; GCP Cloud
Logging defines its scope as storing, searching, analyzing,
monitoring, and alerting on logging data [7]. Traces are
end-to-end request lifecycle records across components;
AWS X-Ray and Cloud Trace are representative provider-
native tracing systems [8]. “Change/audit” telemetry cap-
tures control-plane activity and configuration drift (e.g.,
API calls, policy changes), exemplified by AWS CloudTrail
and Google Cloud Audit Logs [9].

Service-level reliability engineering practice often
structures monitoring goals through service-level indica-
tors (SLIs) and service-level objectives (SLOs). Google’s
Cloud Monitoring “service monitoring” materials define
SLOs as targets over SLIs and treat them as first-class
configuration objects [10]. AWS CloudWatch similarly
supports creating SLOs (via Application Signals) for key
services and tracking them on SLO dashboards [11].
Microsoft’s Well-Architected guidance defines SLOs as
specific, measurable reliability/quality targets, tying them
conceptually to customer expectations [6].

The use of commercial cloud platforms as reference
models is consistent with earlier research on cloud mon-
itoring tools. Alhamazani et al. discuss research dimen-

sions and design issues in commercial cloud monitoring
systems, including dynamic resource tracking, QoS mon-
itoring, SLA violation detection, and operational configu-
ration changes [12].

2.2. Provider-native monitoring portfolios and ar-
chitectural roles

This subsection enumerates the core native ser-
vices used for monitoring PaaS environments across
AWS, Azure, and GCP, and describes provider-native
components required to form end-to-end monitoring
architecture (collection, ingestion, storage, correlation,
visualization, alerting, and governance).

2.2.1 AWS portfolio and roles

Amazon CloudWatch is positioned as the cen-
tral monitoring hub; it monitors AWS resources and
applications “in real time” and provides observability
tooling for performance and operational health [14, 15].
CloudWatch’s collection layer is hybrid by design;
besides default service telemetry, the CloudWatch agent
collects metrics, logs, and traces from virtual machines,
on-premises servers, and containerized applications [16].
For serverless PaaS use cases, AWS Lambda automatically
publishes invocation metrics to CloudWatch without
additional role permissions, supporting an “agentless-by-
default” pattern for function-level metrics [17].

Ingestion/storage behavior is a core design con-
straint shaping monitoring patterns. CloudWatch retains
metric data with tiered granularity windows (minutes
to months), which encourages downsampling and ag-
gregation strategies for long-horizon analytics [18].
CloudWatch Logs centralizes logs from services and
applications; log groups have indefinite retention by
default, but retention can be explicitly set (from short to
multi-year periods), enabling cost and compliance control
through retention policy design [19]. CloudWatch Logs
data is always encrypted at rest and can be configured to
use customer-managed keys via Key Management Service
(KMS), aligning monitoring storage with regulated data
handling [20].

Distributed tracing is implemented primarily
through AWS X-Ray, which collects request data and
supports filtering/insight into downstream calls [8].
X-Ray’s service-graph model merges nodes from all
services participating in a trace ID into a service graph
(service map), enabling topology-aware analysis of
latency and dependencies [21]. X-Ray retains trace data
for 30 days, and the service uses sampling controls to
manage volume—a retention/sampling coupling that ma-
terially influences tracing patterns in cost-sensitive PaaS
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Figure 1: Representation of how AWS X-Ray works [13]

monitoring [21]. Figure 1 presents the AWS X-Ray tracing
model, in which is shown instrumented application that
produces trace segments describing requests, service
calls, and downstream dependencies. These segments
are collected by the AWS X-Ray agent and aggregated
into complete traces and a service graph. This enables
topology-aware analysis of distributed applications by
showing both request paths and dependencies between
participating services.

For “change/audit” monitoring and compliance
evidence, AWS CloudTrail provides event history (90
days) by default and can be extended via trails and storage
configuration for longer retention [9]. CloudTrail can also
deliver events into CloudWatch Logs for near-real-time
security/ops monitoring patterns, enabling metric filters
and alerting on audit events [22]. AWS Config, here-
after referred to as Config, complements CloudTrail by
recording configuration state and relationships of AWS
resources over time; it periodically uploads configuration
history files to an Simple Storage Service (S3) bucket [22].
Config supports explicit retention configuration for
configuration items (minimum 30 days, up to 7 years), an
important compliance/forensics control [23].

Processing/correlation features in AWS illustrate
“professional” monitoring patterns that go beyond
thresholds. CloudWatch outlier detection applies ma-
chine learning to historical metric data to model expected

values (including seasonal patterns) and can drive
anomaly-based alarms [24]. CloudTrail Insights com-
pares current API call volume and API error frequency
against historical baseline patterns. If the current activity
deviates significantly from the expected behavior, it
generates an insight event, which helps detect abnormal
operational or security-related activity. [25]. CloudWatch
also supports log anomaly detection that scans incoming
log events to surface anomalous patterns, representing
an ingestion-time analytics capability [26].

Visualization and topology features include Cloud-
Watch dashboards, cross-account/cross-Region dash-
boards, and application maps. CloudWatch integrates
traces, metrics, and logs into a combined trace-map
experience—correlating telemetry to diagnose end-to-end
behavior [27].

Alerting and incident response are integrated
professionally: CloudWatch alarms can trigger notifi-
cations and also create Opsltems in Systems Manager
OpsCenter or create incidents in Systems Manager
Incident Manager,
workflows [28]. Cost models are usage-based across
telemetry types; CloudWatch pricing dimensions include
metrics, logs ingestion/storage, and anomaly detection,
reinforcing cost-control patterns such as selective custom
metrics, restrictive log retention, and anomaly scope
design. CloudTrail and Config likewise price by inges-

linking detection to operational




tion/evaluations, motivating scoping decisions (which
events/resources to record and for how long).

2.2.2 Azure portfolio and roles

Azure Monitor is positioned as a comprehen-
sive monitoring solution for collecting, analyzing,
and responding to monitoring data across cloud and
on-premises environments. Its architecture is explicitly
data-platform oriented: metrics, logs, and distributed
traces are collected and stored so that common tooling
can correlate and analyze them [29,30].

Metrics in Azure Monitor are numeric time-series
data; platform and custom metrics are stored for 93
days (with user experience constraints in portal charting
windows), which shapes practices such as exporting
or aggregating for long-horizon analysis [6]. Logs
are handled by Azure Monitor Logs in Log Analytics
workspaces—central repositories designed for query-
driven analysis and variable retention by data type [31].
Distributed trace data from instrumented applications are
stored within Azure Monitor Logs workspaces, aligning
trace retention with workspace retention and access
control [29].

Application performance monitoring (APM) is pro-
vided through Azure Monitor Application Insights. The
official Application Insights guidance emphasizes teleme-
try collection and storage in Log Analytics workspaces
and applies to applications hosted both in Azure and
elsewhere [32]. Application Insights telemetry spans
requests, dependencies, exceptions, and traces/logs,
supporting APM-style correlation within a workspace.
It also distinguishes between preaggregated (“standard”)
and log-based metrics derived from stored telemetry,
enabling precision vs. cost trade-offs [33].

In PaaS integration patterns, Azure emphasizes
native hookups for managed platforms. Azure App
Service monitoring integrates with Azure Monitor and
application monitoring workflows, supporting telemetry
visualization and alerting for web workloads in a man-
aged hosting context [34]. Azure Functions offers built-in
integration with Application Insights for execution
monitoring, while host configuration controls logging
volume—reflecting a deliberate design where telemetry
volume must be governed at source to manage cost and
noise [35]. In container PaaS scenarios Azure Kuber-
netes Service (AKS), Azure Monitor provides container
workload visibility via “Container Insights,” which uses
a containerized agent approach and supports real-time
viewing of logs/events/metrics (“Live Data”) [35].

For platform and network adjacent monitoring,
Network Watcher provides network diagnostic tool-
ing (explicitly framed as infrastructure as a service
(TaaS)/network health rather than PaaS monitoring),

while Azure Advisor provides best-practice recom-
mendations across cost, performance, reliability, and
security [36]. Azure Service Health provides a person-
alized view of service issues, planned maintenance, and
advisories and supports health alerting, which is often
treated as a “meta-monitoring” input for platform risk
management [37].

Alerting is structured around alert rules and action
groups: action groups can notify and trigger automation
(including runbooks and functions), and Azure provides
dynamic thresholds (historical-pattern-based) and smart
detection alerts for application telemetry, implementing
“adaptive” alerting patterns to reduce manual threshold
tuning [38].

Security and compliance controls include role-based
access control (RBAC (Table 1)), i.e. permissions assigned
according to user roles, for monitoring resources, struc-
tured workspace access modes, and encryption/key man-
agement guidance for the monitoring pipeline [39]. For
data governance, Azure Monitor provides mechanisms to
manage personal data in Log Analytics and delete data
when required, which is relevant when application logs
can contain identifiers [40]. Pricing is dominated by data
volume. Azure Monitor Logs charges primarily for inges-
tion and retention within workspaces. Pricing documen-
tation explicitly describes usage-based cost drivers, rein-
forcing patterns such as table-tiering, retention minimiza-
tion, and selective collection. Figure 2 represents high-
level architecture view of Azure Monitor and its function-
ality.

2.2.3 GCP portfolio and roles

Cloud Monitoring collects metric data and provides
visualization and monitoring tools; it automatically
collects performance information for most Google
Cloud services [41]. Metric retention is long-horizon
by default for user-defined metrics (24 months), which
supports SLO evaluation and historical analysis without
exporting telemetry, but also makes metric hygiene
(limiting unused ingestion) a cost and governance
concern [43].  Cross-project and multi-environment
monitoring is implemented through metric scopes and
observability scopes; by default a project monitors its
own telemetry, but scopes can be configured to chart/alert
across multiple projects while keeping data stored at
origin [44]. Cloud Logging is a fully managed service
to store/search/analyze/monitor/alert on log data; it
automatically collects logs from Google Cloud resources
and can ingest logs from other environments, supporting
hybrid operational models [7]. PaaS services provide
“agentless defaults”. App Engine automatically sends
request and application logs to Logging, and Cloud Run
logs are automatically sent to Cloud Logging [45]. Log-
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ging storage is organized into log buckets (Table 1) with
explicit retention controls. Default retention is 30 days
(configurable 1-3650 days), while the system "Required"
bucket retains required audit logs for 400 days and
cannot be modified, directly supporting audit/compliance
baselines [46].

Change/audit monitoring is implemented via Cloud
Audit Logs. Admin Activity logs (and other audit cate-
gories) are always written, meaning governance evidence
is non-optional at the platform layer, but organizations
can control additional audit log categories [47].

For traces and performance diagnosis, Cloud Trace
collects latency data and displays it near-real-time; trace
retention is 30 days [48]. Cloud Profiler is a statistical low-
overhead continuous profiling tool for CPU and memory
allocation and is explicitly listed as having no cost in ob-
servability pricing materials [49]. Error Reporting aggre-
gates error events from running services and can be auto-
matically integrated with Cloud Run, offering exception-
level visibility without bespoke infrastructure [50].

Alerting is incident-centric. Cloud Monitoring cre-
ates incidents when alert conditions are met, and noti-
fication channels define how on-call teams are notified.
Channels are configurable in the console and support mul-
tiple routing options [51]. Log-based alerting policies tie
Cloud Logging detection into Cloud Monitoring’s incident
model, forming a unified alert plane across logs and met-
rics [52]. Pricing is usage-based (data volume/usage), mo-
tivating explicit cost controls for monitoring and logging,
including alerting cost management guidance.

Security controls rely on Identity and Access
Management (IAM) roles and (where needed) customer-
managed encryption keys (CMEK) for logging storage.
Cloud Logging documents IAM-based access control and
CMEK configuration as compliance mechanisms [53].
Figure 3 represents GCP high-level monitoring architec-
ture and describe its main functions

2.3. Cross-provider patterns in professional moni-
toring

Across AWS, Azure, and GCP, several professional
monitoring patterns recur, driven by the same con-
straints:
separation, compliance requirements, and the need
to shorten mean time to detect/resolve [15, 30, 41].
A key architectural pattern is centralized monitoring
with logical isolation, typically implemented as a dedi-
cated “monitoring” boundary that can observe multiple
accounts/subscriptions/projects. AWS supports cross-
account observability and cross-account/cross-Region
dashboards and analysis. Azure implements central
analysis through Log Analytics workspace design and
cross-workspace queries, with recommended architec-
tures that account for tenants, regions, and regulatory
data location. GCP uses metric scopes and observability
scopes to chart and alert across projects while leaving
metric/trace storage at origin, enabling federation-like
monitoring at read time.

high telemetry volume, multi-environment
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A second pattern is agentless defaults with agent
augmentation. In all three providers, managed services
emit baseline metrics/logs automatically (e.g., AWS
Lambda metrics to CloudWatch, App Engine/Cloud
Run logs to Cloud Logging), but deeper host/workload
visibility requires agents [18, 33, 45]. This reinforces a
design principle; PaaS monitoring should treat “agentless
telemetry” as mandatory baseline coverage, while agents
are reserved for high-value gaps (OS metrics, custom
app signals, specialized logs), minimizing operational
overhead and cost.

A third pattern is the emergence of unified telemetry
planes, where metrics, logs, and traces are correlated un-
der a common console and alerting model. AWS explicitly
correlates CloudWatch metrics/logs with X-Ray traces in
trace maps and ServiceLens-type views, and can route au-
ditlogs (CloudTrail) into the same log analytics plane [19].
Azure Monitor describes a shared data platform enabling
correlation across data types and stores distributed traces
within the same logs backend [29]. GCP integrates log-
ging and monitoring so that incidents and alerts can be
driven both by metrics and by log-based conditions [7].

A fourth pattern is topology-aware diagnosis. AWS
X-Ray’s service graph/trace map and CloudWatch appli-
cation maps operationalize dependencies as first-class
diagnostic objects, supporting causal investigation across
microservices [21]. GCP exposes application/service
topology views within its operations suite and strength-
ens diagnosis via systematic correlation of service metrics
and traces.

A fifth pattern is adaptive detection to combat alert
fatigue (Table 1) and threshold complexity. AWS provides
metric outlier detection using machine learning (ML)
models and anomaly-informed alarms. It also provides

baseline-based anomaly detection over audit event rates
(CloudTrail Insights) and log anomaly detection [24].
Azure provides dynamic thresholds (learning seasonal
patterns from historical data) and smart detection alerts,
reducing manual tuning for application telemetry [38].
GCP emphasizes incident creation and structured alert
policy behavior. While not framed primarily as ML in
core docs, it provides cost-aware alerting guidance and
SLO-based service monitoring as a low-noise reliability
signal [51].

Finally, provider-native solutions increasingly sup-
port observability-as-code: defining dashboards, alarms,
and SLOs through APIs or declarative templates. AWS
publishes infrastructure template resources for metric
filters, anomaly detectors, and SLO objects, enabling
version-controlled monitoring configuration [55]. Azure
supports programmatic configuration of key alerting
primitives such as action groups and encourages using
platform APIs and templates for repeatable deploy-
ment [56]. GCP exposes alerting policy configuration
via APIs and supports inspecting JSON representations
of policies, enabling automation and consistency across
environments [57].

These patterns also carry trade-offs relevant to
provider-native selection for PaaS monitoring systems.
Provider-native telemetry is highly integrated and op-
erationally efficient (low setup (Table 1) for managed
services), but coupling telemetry formats, dashboards,
and alerting semantics to a provider’s ecosystem can
increase switching costs (vendor lock-in (Table 1)).
Conversely, the tight integration of audit/compliance
capabilities (e.g., mandatory audit logs, encryption and
IAM coupling) can be a decisive advantage for regulated
PaaS workloads. Cost is structurally usage-based across




providers, so monitoring architectures that do not explic-
itly encode sampling, aggregation, and retention controls
risk becoming “unbounded cost centers.”

3. Evaluation of open-source mon-
itoring systems

The evaluation of open-source monitoring systems
was based on five functional categories required in a
complete PaaS observability stack: metrics monitoring,
visualization, log monitoring, distributed tracing, and
alerting/incident response. These categories were se-
lected because they represent the main functional areas
needed to observe, diagnose, and operate cloud-native
platforms.  Metrics provide quantitative information
about system behavior, logs give detailed event-level
context, traces make it possible to analyze request paths
across distributed services, visualization supports inter-
pretation of collected telemetry, and alerting transforms
monitoring data into operational actions.

On this basis, evaluation criteria were defined for
each functional category. The criteria describe both
technical capabilities and operational requirements, such
as integration with cloud-native environments, scala-
bility, high availability, multi-tenancy, interoperability,
maintainability, and support for declarative configu-
ration. For every category, monitoring systems that
provide the corresponding functionality were identified
and compared against the defined criteria. This made
it possible to assess not only whether a given system
supports a specific function, but also how mature and
suitable this support is for PaaS environments.

The assessment was performed using a Mean Opin-
ion Score (Table 1) (MOS)-style scale from 1 to 5. In this
work, MOS is used as an ordinal expert-based scoring
method that allows heterogeneous tools and criteria to
be compared in a consistent way. A score of 1 means
that the evaluated functionality is missing, immature, or
not practically usable in the analyzed context. A score
of 2 indicates partial support, where the functionality
exists but requires significant manual configuration,
external components, or operational workarounds. A
score of 3 represents acceptable basic support that can
be used in practice, although with visible limitations. A
score of 4 means that the functionality is well supported,
mature, and suitable for production use in most PaaS
scenarios. A score of 5 indicates strong, well-integrated,
and production-ready support, with good alignment
to the requirements of scalable and maintainable PaaS
monitoring.

All criteria within a given functional category were
treated with equal weight. For each functional category,

the criteria were derived from professional monitoring
patterns identified in commercial cloud solutions, such
as AWS, Azure, and Google Cloud. These commercial
platforms were treated as reference models because
they represent mature, production-grade approaches
to monitoring, observability, alerting, and operational
governance.

For each evaluated open-source tool, every criterion
was assessed by comparing the tool’s documented capa-
bilities with the corresponding capabilities observed in the
reference models. A score of 5 was assigned when the
evaluated tool provided functionality comparable to pro-
fessional solutions and covered the criterion in a mature,
integrated, and production-ready way. Lower scores were
assigned when only part of the expected functionality was
available, when additional components were required, or
when the support was limited in terms of scalability, inte-
gration, automation, or operational maturity.

Thus, the scores should be understood as function-
ality coverage coefficients mapped to a 1-5 scale. For a
given criterion, the score was determined proportionally
to the ratio of fulfilled requirements to all requirements
expected for that criterion. For example, if a tool fulfilled
approximately 80% of the relevant functional require-
ments, the assigned score was 4. In general, the score can
be interpreted as: score 5 x functionality coverage ratio
with the result mapped to the 1-5 MOS-style scale. A
score of 1 indicates missing or very limited support, while
a score of 5 indicates coverage close to the reference
professional solutions.

The average score (Table 1) for each tool in a given
category was then calculated as the arithmetic mean of
the criterion-level scores. All criteria within a category
were treated with equal weight. This approach makes the
evaluation transparent and repeatable; the final score is
not a single arbitrary opinion, but a structured estimate
of how completely a tool covers the required functional-
ity compared with professional monitoring systems. The
global assessment made it possible to compare the over-
all suitability of the systems and to indicate which tools
fulfill the required functional areas of a PaaS monitoring
architecture.

The proposed scoring approach can be interpreted
as a simplified multi-criteria evaluation method. Simi-
lar multi-criteria decision-analysis approaches have been
used for cloud service selection, where alternatives are
compared against several technical and operational crite-
ria. In this paper, the same general principle is applied to
open-source monitoring tools, with criteria derived from
professional monitoring patterns and PaaS observability
requirements [58].




3.1. Metrics monitoring

3.1.1 Category overview

Metrics are numeric time-series measurements that
serve as the primary signal for detection, trend analy-
sis, and SLO/SLA tracking. They typically encompass
infrastructure metrics (CPU, memory, disk, network) for
host/node capacity and saturation, application metrics
(latency, throughput, error rate) for service behavior and
user impact, and custom or derived metrics such as ratios
and burn-rate indicators (Table 1) for platform-specific
control loops and reliability objectives. From a Func-
tionality perspective, metrics provide the foundation for
monitoring coverage and alerting; rule-based, SLO-based,
and event-based alerts convert metric telemetry into
actionable notifications. Commercial providers consis-
tently reflect this. Azure Monitor defines metrics as
numeric data collected into a time-series database and
treats them as the primary input to alerting and SLO
tracking [6], while GCP Cloud Monitoring automatically
collects performance metrics for most managed services
and supports multi-month retention for user-defined
metrics to enable long-horizon SLO evaluation [43]. From
a Responsibility perspective, multi-tenancy support, cost
controls, and declarative configuration are essential for
operating the metrics platform sustainably at scale.

3.1.2 Selection criteria

The following criteria define the capabilities required
to replicate and extend commercial metrics patterns with
an open-source backend.

Multi-dimensional data model: evaluates whether
the candidate can represent metrics as time series with
labeled or attributed dimensions that enable segmenta-
tion by service, tenant, environment, and region while
preserving aggregation correctness at scale. A mature
data model is crucial in PaaS because workloads are
elastic and multi-instance.

SLI/SLO query expressiveness: measures how directly
the metrics query layer supports computing ratio-based
service-level indicators, error budget burn rates, and la-
tency percentiles natively. AWS CloudWatch Application
Signals and GCP Cloud Monitoring both expose SLOs as
first-class configuration objects [10,11].

Infrastructure and application metrics coverage:
assesses native availability of infrastructure signals
alongside application-level signals, without requiring
heavy custom instrumentation. All three major cloud
providers treat infrastructure coverage as a mandatory
baseline collected automatically [16, 18].

Custom and derived metrics: evaluates support for
recording rules or computed metrics-ratios, aggregations,

and SLO burn-rate indicators (Table 1) derived from raw
signals without requiring an external processing layer.
Derived metrics are essential for SLO-oriented operations
because user-facing reliability is rarely captured by a
single raw counter.

Cloud-native service discovery: evaluates how well
metrics collection integrates with dynamic deploy-
ment environments typical for PaaS, where instances
and endpoints are created and removed automatically.
Kubernetes-oriented platforms drive discovery through
label selectors and stable service abstractions.
OpenTelemetry and OpenTelemetry protocol in-
gestion: measures the ability to receive metrics via
OpenTelemetry protocol (OTLP) or to integrate natively
with an OpenTelemetry Collector, enabling vendor-
neutral instrumentation pipelines. A common export
layer eliminates per-backend software development
kit (SDK) coupling and simplifies multi-signal pipeline
governance.

Horizontal scalability and high availability: evalu-
ates the capacity to scale ingestion and query horizontally,
handle cardinality growth, and avoid single points of
failure in the metrics path. Monitoring components must
remain resilient precisely during the outages they are
intended to detect.

Multi-tenancy and cost controls: captures per-tenant
isolation, cardinality limits, metric aggregation rules, and
configurable retention to prevent unbounded storage
growth in shared PaaS environments. = Commercial
providers structurally enforce this through usage-based
pricing that incentivizes sampling, aggregation, and
retention scoping decisions [18,43].

Long-term retention and remote storage: evaluates
support for tiered or external storage backends-such as
remote write and read interfaces-enabling long-horizon
SLO analysis. Azure Monitor stores platform and custom
metrics for 93 days with explicit guidance to export or
aggregate for longer-horizon analysis [6].
Declarative configuration ("as code"):
whether all scrape targets, recording rules, and alert
rules can be defined in version-controlled files or APIs
and reproduced across environments without manual
Ul steps. Commercial solutions increasingly support
observability-as-code through infrastructure template
resources and API-driven configuration [55].

measures

3.1.3 Evaluated tools

Prometheus [59] is a metrics monitoring system
built around a pull-based scraping model, a label-based
time-series data model, and PromQL, a query language
designed for operational analysis. It stores scraped
samples (Table 1) locally and evaluates rules over that
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data, including rules that produce alerts [60]. It is difficult
to match Prometheus’s combination of ecosystem adop-
tion (exporters, service discovery patterns, Kubernetes
conventions), query expressiveness, and operational
simplicity for single-cluster and moderately sized envi-
ronments [60, 61]. Its principal constraints-single-server
time-series database (TSDB) model and cardinality
sensitivity-can be addressed via remote write/read in-
terfaces and external long-term stores, though enabling
remote write has operational cost [62]. VictoriaMetrics
enters the metrics category as both a time-series database
in its own right and as long-term remote storage for
Prometheus. Its documentation explicitly positions it as a
fast, cost-effective, scalable TSDB [63]. It can reduce pres-
sure on Prometheus’s local retention and enable longer
historical analysis without changing the Prometheus
collection model. The trade-off is architectural; intro-
ducing a second metrics store increases the number
of interdependent operational components, such as
runtimes, controllers, service meshes, collectors, storage
backends, and alerting services. and changes operational
failure modes [62, 63]. Zabbix covers metrics monitoring
through a different philosophy: a highly integrated
monitoring solution with broad data-gathering options
including Simple Network Management Protocol (SNMP),
Intelligent Platform Management Interface (IPMI), Java
Management Extensions (JMX), VMware monitoring,
agents, and proxy-based collection [64]. This breadth
maps well to heterogeneous infrastructure estates where
protocol coverage matters more than cloud-native label
conventions. However, Zabbix’s strengths can become
weaknesses in cloud-native environments emphasizing
ephemeral workloads and monitoring-as-code patterns.
OpenTelemetry should be viewed as a metrics enabler
rather than a metrics store; it defines and implements
how metrics are produced, processed, and exported as
one of several signals [65]. It becomes critical when
evaluation emphasizes instrumentation consistency
across services and portability across backends.

3.1.4 Evaluation results

The evaluation results are shown in Table 2.
Prometheus remains the top metrics backend because
it best matches the PaaS-oriented metrics-first opera-
tional model: a mature label-based metric model, an
expressive query language for operational analysis and
SLI/SLO derivation, and native rule evaluation as a
consistent control point for detection [59-61]. These
properties directly support professional monitoring
patterns where metrics are the primary input for alerting
and SLO tracking [6, 10, 11]. Prometheus scores par-
ticularly well on cloud-native discovery and metadata
conventions, which are essential to approximate the

Table 2: MOS evaluation for metrics monitoring

Criterion P \% Z O
Multi-dimensional data model 5 5 3 4
SLI/SLO query expressiveness 5 4 3 2
Infrastructure and application metrics 5 4 4 2
coverage

Custom and derived metrics 5 4 3 3
Cloud-native service discovery 5 4 2 2
OpenTelemetry and OTLP ingestion 3 3 2 5
Horizontal scalability and high 4 5 4 4
availability

Multi-tenancy and cost controls 3 4 3 2
Long-term retention and remote storage 5 3 1
Declarative configuration (“as code”) 5 4 3

Avg 4.40 | 4.20 | 3.00 | 2.80

P - Prometheus | V - VictoriaMetrics | Z - Zabbix | O - OpenTelemetry

agentless-by-default augmentation pattern in dynamic
environments [16, 18, 60]. The evaluation also clarifies
role separation; OpenTelemetry scores highest on OTLP
alignment but is structurally weaker as a metrics backend
because it does not natively provide the storage/query
semantics expected from this pillar [65].

3.2. Visualization

3.2.1 Category overview

Visualization covers the presentation and explo-
ration layer that turns telemetry into shared under-
standing across operators, developers, and stakeholders.
From a Visibility perspective, this encompasses op-
erational, executive/key performance indicator (KPI),
infrastructure/capacity, and APM-oriented dashboards,
as well as persona-specific views and single-pane-of-
glass summaries. Service maps, topology maps, and
service health summaries support impact assessment and
dependency-aware troubleshooting. From a Functionality
perspective, visualization enables cross-signal correlation
workflows-engineers pivoting between correlated signals
without leaving the main console, as operationalized
in AWS CloudWatch ServiceLens [27], Azure Monitor’s
unified data platform [29], and GCP’s integrated op-
erations suite [51]. From a Responsibility perspective,
role-based access control that scopes dashboard visibility
by team, environment, or tenant is necessary to prevent
cross-tenant data exposure. Both Azure Monitor and GCP
Cloud Logging document RBAC (Table 1) and workspace
access control as compliance mechanisms [39, 53]. Pro-
visioning dashboards and data source configurations as
version-controlled code aligns with provider emphasis
on observability-as-code [55-57].
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3.2.2 Selection criteria

Multi-signal dashboard composition: measures
the ability to query and combine metrics, logs, and traces
in a single dashboard using multiple data source plugins
with flexible panel types. In PaaS, teams frequently need
to pivot between platform-level views and tenant or
application views without switching tools.

Cross-signal pivot workflows: evaluates whether the
visualization layer supports navigation from a metric
anomaly to correlated logs or traces using shared context
such as labels, trace IDs, and time ranges, without switch-
ing tools. AWS explicitly operationalizes this through
CloudWatch ServiceLens [27].

SLO and error budget visualization: assesses whether
the visualization layer provides native panels or templates
for displaying SLO compliance status, error budget burn
rate, and availability trends per service or tenant. GCP
Cloud Monitoring treats SLOs as first-class configuration
objects with dedicated visualization surfaces [11].
Service and dependency topology views: evaluates
support for service maps and dependency graphs derived
from trace or metric topology. AWS X-Ray builds service
graphs by merging nodes from all services participating
in a trace [21,27].

Golden signals dashboards and templating: mea-
sures support for parameterized, reusable dashboard
templates covering latency, traffic, errors, and saturation
applicable across services and environments. Template
driven dashboards reduce the overhead of establishing
consistent operational views across a multi-tenant PaaS
platform.

Alert lifecycle surfacing: measures how well the
visualization experience surfaces active alerts, silences,
firing history, and ownership context to support rapid
triage.

Multi-tenancy and RBAC (Table 1) for dashboards:
evaluates role-based access control that scopes dashboard
visibility by team, environment, or tenant, preventing
cross-tenant data exposure. Both Azure Monitor and GCP
Cloud Logging document RBAC (Table 1) and workspace
access control as compliance mechanisms [39,53].
Provisioning and "as code" configuration:
sures whether dashboard definitions and data source
configurations can be managed as version-controlled
files, deployed reproducibly without manual Ul editing.
Azure supports programmatic configuration via platform
APIs [56]; GCP exposes alerting policy configuration via
APIs [57].

Data source plugin ecosystem: assesses the breadth
and quality of supported backends—Prometheus, Loki,
Jaeger, and others via native integrations or plugins.
A rich plugin ecosystem allows unifying multiple spe-
cialized backends into shared dashboards and operator
workflows.

mea-

Horizontal scalability under query load: evaluates
the ability to scale rendering and query concurrency
to support multiple teams, Network Operations Center
(NOC) screens, and on-call dashboards simultaneously
without degraded response times.

3.2.3 Evaluated tools

Grafana is the dominant visualization and explo-
ration layer, explicitly designed to query, visualize, alert
on, and explore metrics, logs, and traces wherever they
are stored, with a large data source plugin model [66-69].
The practical significance is that Grafana can unify mul-
tiple specialized backends (Prometheus for metrics, Loki
for logs, Jaeger for traces) into shared dashboards and op-
erator workflows, reducing the human cost of multi-tool
observability while preserving backend specialization.
Grafana provides built-in support for Prometheus as a
data source and includes explicit guidance for Jaeger
data source configuration and provisioning [66—-68].
Grafana’s alerting subsystem supports creating and
managing alert rules spanning multiple data sources [70].
Grafana’s principal trade-offs cluster around operational
governance-managing dashboards at scale, multi tenancy,
and plugin sprawl-and licensing: Grafana Labs’ core
projects moved from Apache 2.0 to AGPLv3, which
affects redistribution and network-use obligations [71].
Zabbix provides built-in visualization capabilities as part
of its integrated suite, which can be attractive where a
single vendor like Ul is desired. Yet Grafana is typically
the more flexible front end when many heterogeneous
data sources must be queried side-by-side [64].

3.2.4 Evaluation results

Table 3: MOS evaluation for visualization

Criterion

Multi-signal dashboard composition

Cross-signal pivot workflows

SLO and error budget visualization

Service and dependency topology views

Golden signals dashboards and templating

Alert lifecycle surfacing

Multi-tenancy and RBAC (Table 1) for dashboards
Provisioning and “as code” configuration

Data source plugin ecosystem

Horizontal scalability under query load
Avg
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G - Grafana | Z - Zabbix

The evaluation results are shown in Table 2. Grafana
is selected as the visualization and operator workflow
layer because it is explicitly designed to sit above special-
ized backends and unify investigation in a single interface
through a broad data source model and dashboard com-
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position features [66-68]. This aligns directly with the
unified telemetry plane pattern observed in commercial
monitoring [7,27,29]. Grafana scores strongly on multi-
signal dashboards (single pane of glass across the stack),
cross-signal pivot workflows (investigative navigation
across data sources), and provisioning as code [55-57,66].
In contrast, Zabbix provides visualization within an
integrated suite, but the criteria weigh cross-signal
correlation and plugin-backed heterogeneity more
heavily-capabilities central to PaaS observability stacks
assembled from specialized components [64,66-68].

3.3. Log monitoring

3.3.1 Category overview

Logs are discrete event records used for investiga-
tion, audit, and detailed runtime context. Key capabilities
include centralized collection and parsing, structured log-
ging (e.g., JSON) with enrichment, search and retention,
and log-based metrics and pattern detection. In PaaS, logs
present characteristic risks: unbounded volume growth,
inconsistent structure across teams, and potentially high
cost of full-text indexing and long-term retention. GCP
Cloud Logging defines its scope as storing, searching, an-
alyzing, monitoring, and alerting on log data, with explicit
retention configuration from 1 to 3650 days per log bucket
(Table 1) [7, 46]; AWS CloudWatch Logs similarly cen-
tralizes logs with configurable retention and at-rest en-
cryption (Table 1) [19,20]. From a Responsibility perspec-
tive, per-tenant log stream separation enforced at the API
and gateway level, configurable retention, and declarative
pipeline configuration are essential governance mecha-
nisms. GCP Cloud Logging enforces IAM-based access
control as a compliance mechanism [53].

3.3.2 Selection criteria

Structured log ingestion and parsing: evaluates
support for JSON and structured log formats, field
extraction, label-based stream routing, and semantic
normalization across heterogeneous workload sources.
Treating logs as time-ordered event streams with stable
semantic mapping determines whether logs become
reliably queryable data rather than unstructured text
parsed under incident pressure.

Log search and field-based filtering: measures ef-
ficient filtering by structured fields and label values,
time-bounded search, and predictable scan performance
under incident-time pressure. Query ergonomics and
predictable performance under scan-heavy workloads are
core selection requirements.

Log-based metrics and pattern detection: assesses

the ability to derive metric counters from log events-such
as error rate from log lines- and to surface anomalous log
patterns without requiring manual query construction.
AWS CloudWatch supports log anomaly detection that
scans incoming log events at ingestion time [26].
Cross-signal correlation via trace IDs and labels:
evaluates whether log entries can be linked to distributed
traces via propagated trace IDs and to metrics via shared
label context, enabling pivot workflows from alert to
root-cause log evidence. This is the log layer’s contri-
bution to cross-signal correlation: enabling engineers to
move quickly from symptom to evidence.
OpenTelemetry Collector compatibility:  mea-
sures native support for receiving log streams from an
OpenTelemetry Collector via OTLP, enabling a unified,
vendor-agnostic ingestion pipeline across all teleme-
try signals. A Collector-compatible log backend can
consolidate agent sprawl (Table 1), reduce per-backend
configuration surface, and improve ingestion consistency
across heterogeneous PaaS workloads.

Multi-tenancy and tenant isolation: assesses per-
tenant log stream separation enforced at the API and
gateway level, preventing cross-tenant log access in
shared PaaS infrastructure. PaaS log backends must
provide equivalent isolation primitives to the I[AM-based
access control documented in GCP Cloud Logging [53].
Horizontal scalability and storage efficiency: cap-
tures the ability to handle high ingestion rates and long
retention without degradation or prohibitive overhead,
using an object-storage-backed model or equivalent
that scales ingest horizontally and keeps storage cost
proportional to volume rather than index size.
Retention and cost controls per stream: evaluates
configurable retention periods per log stream or tenant,
with deletion and archiving policies that satisfy data
governance requirements. GCP explicitly supports log
bucket (Table 1) retention from 1 to 3650 days [46].
Label cardinality governance: evaluates operational
controls-limits, guidelines, and tooling-to prevent
high-cardinality label dimensions that degrade query
performance and inflate index size. This is particularly
important in log systems that index by label metadata
rather than full-text content.

Declarative pipeline configuration: measures whether
log routing, parsing rules, and retention policies can be
expressed as version controlled configuration files,
reproducible without manual Ul intervention. Com-
mercial platforms expose configuration via APIs and
templates [38,57].

3.3.3 Evaluated tools

Loki is a log aggregation system designed for hor-
izontal scalability and multi-tenancy, explicitly inspired
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by Prometheus but for logs. Critically, Loki is engineered
to be cost-effective by indexing only metadata labels, not
the full log contents, while storing compressed log data in
chunks commonly in object storage [72-74]. This design
dramatically reduces indexing cost and simplifies storage
economics in high-volume environments. Loki’s label
model is also its primary risk surface; over-labeling or
high-cardinality label dimensions can harm performance
and cost, while underlabeling can make queries less pre-
cise [72-74]. Loki’s documentation treats tenant isolation
as first-class via a mandatory tenant identifier header
in multi-tenant mode [72-74]. Zabbix can monitor log
files as part of its integrated suite and can be a pragmatic
fit where log monitoring means detecting patterns in
local/system logs on hosts already managed by Zabbix
agents. However, as a centralized log analytics backend
with retention, multi-tenant query experience, and cor-
relation with traces, Loki plus Grafana typically provides
a more specialized and scalable log-analysis path [64].
OpenTelemetry is the most relevant complement in log
monitoring because log backends are only as effective as
the ingestion pipelines feeding them. The OpenTelemetry
Collector is explicitly positioned as a vendor-agnostic
way to receive, process, and export telemetry to multiple
targets [65,75].

3.3.4 Evaluation results

Table 4: MOS evaluation for log monitoring

Criterion

Structured log ingestion and parsing

Log search and field-based filtering
Log-based metrics and pattern detection
Cross-signal correlation via trace IDs and labels
OpenTelemetry Collector compatibility
Multi-tenancy and tenant isolation
Horizontal scalability and storage efficiency
Retention and cost controls per stream
Label cardinality governance

Declarative pipeline configuration

Avg
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L - Loki | Z - Zabbix

The evaluation results are shown in Table 4. Loki is
selected as the log backend because its storage/indexing
design is aligned with the PaaS reality of high log vol-
ume and cost pressure: it indexes primarily label metadata
and stores compressed log chunks in object storage, mak-
ing cost growth more predictable when labeling is gov-
erned and consistent [72-74]. This directly mirrors pro-
fessional monitoring patterns that treat log retention and
data management as first-class governance concerns [19,
46]. The most important constraint captured in the scor-
ing is label cardinality risk: uncontrolled high-cardinality

labels can create excessive streams and index growth, de-
grading performance under incident load [72-74]. This
evaluation outcome links back to the centralized monitor-
ing with logical isolation pattern: multi-tenant log back-
ends must enforce isolation and governance, because PaaS
environments combine heterogeneous tenants and work-
loads in shared telemetry infrastructure [53,72-74].

3.4. Distributed tracing

3.4.1 Category overview

Traces are end-to-end request path representations
across distributed components, especially important in
microservice-based PaaS environments. They support
distributed tracing across services, service maps inferred
from trace topology, and span attributes and sampling
strategies for balancing fidelity and cost.  Tracing
becomes particularly valuable in PaaS because the ab-
straction of underlying infrastructure and the prevalence
of microservice-style decomposition can make purely
host-centric diagnosis insufficient; tracing reconstructs
the causal path of a request even when components are
ephemeral. AWS X-Ray implements distributed tracing
by collecting request data, building service graphs from
all services participating in a trace ID, and retaining
trace data for 30 days with sampling controls [8, 21].
GCP Cloud Trace collects latency data near-real-time
with a 30-day retention window [48]. From a Respon-
sibility perspective, head-based and tail-based sampling
strategies, storage backend flexibility, and declarative
deployment configuration are essential cost-governance
levers. From an Observability perspective, W3C Trace
Context compatibility [76] and OpenTelemetry OTLP
ingestion are critical to ensure interoperable context
propagation across heterogeneous PaaS components.

3.4.2 Selection criteria

Trace and span data model completeness:
evaluates whether the tracing solution supports a robust
trace and span model: spans with timing, parent-child
relationships, attributes, events, links, and status codes
covering both synchronous and asynchronous request
workflows.  End-to-end service map generation:
evaluates automatic derivation of service topology and
dependency graphs from trace data. AWS X-Ray merges
nodes from all services participating in a trace ID into
a service graph, enabling topology-aware analysis of
latency and dependencies [21,27]. W3C Trace Context
and OpenTelemetry compatibility: measures support
for standard context propagation across language and
runtime boundaries, including W3C Trace Context
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headers [76] and OTLP ingestion, which prevents broken
traces in heterogeneous PaaS components.

Cross-signal correlation via exemplars and trace
IDs: measures whether individual traces can be linked to
metric data points via exemplars and to log entries via
propagated trace IDs, enabling investigation workflows
such as jumping from a latency spike directly to an
example trace that contributed to it.

Span-level performance analysis: evaluates support
for critical path identification, slowest span detection,
and latency hotspot ranking across a distributed request
flow. User experience and incident symptoms are often
dominated by tail latency rather than averages.

Head and tail-based sampling strategies: assesses
whether the tracing pipeline offers effective mechanisms
to control cost while preserving diagnostic value. AWS
X-Ray retention is coupled to sampling controls [21], re-
inforcing that retention and sampling must be considered
together as cost-governance levers.

Storage backend flexibility and retention control:
measures the choice of scalable storage backends-such
as Elasticsearch/ OpenSearch, Cassandra, or object
storage-with configurable retention windows aligned to
cost and compliance requirements.

Horizontal scalability of collector and query: eval-
uates independent horizontal scaling of the collector
(ingestion) and query components to handle traffic bursts
from autoscaling PaaS workloads without data loss.
Declarative deployment and configuration: assesses
whether collector pipelines, sampling policies, and
storage backend configuration can be defined as version-
controlled files or Helm/operator manifests, reproducible
across environments [38,57].

Integrations integration and
continuous delivery (CI/CD) and deploy markers:
evaluates the ability to correlate trace latency changes
with deployment events, enabling change correlation
between deployment activity and performance impact in
the trace timeline.

with continuous

3.4.3 Evaluated tools

Jaeger is a distributed tracing platform designed
for end-to-end visibility in microservice architectures,
including topology/service dependency visualization
and features such as adaptive sampling [77]. Its docu-
mentation highlights OpenTelemetry compatibility and
multiple built-in storage backend options, including Elas-
ticsearch/ OpenSearch, Cassandra, and local/single-node
storage backends, plus extensibility through remote stor-
age APIs [77]. Current Jaeger documentation explicitly
recommends using the standard OpenTelemetry Col-
lector in many deployments because it is likely needed
to handle other telemetry types beyond traces [77].

Jaeger’s challenges tend to appear at high scale and
when aligning retention and sampling controls with
cost-of-ownership objectives; storage backend choice
and sampling strategy drive index/storage cost and query
responsiveness [77]. OpenTelemetry is central in the
tracing category because traces are only useful when
context propagation and instrumentation are consistent.
OpenTelemetry formalizes a multi-signal model (traces,
metrics, logs) and defines OTLP, a stable specification for
encoding and transporting these signals between sources,
collectors, and backends [65,75]. In practical evaluation
terms, OpenTelemetry reduces lock-in risk and improves
interoperability; the same instrumentation can feed
Jaeger today and another backend later, subject to signal
fidelity, sampling strategy, and semantic conventions.

The importance of comparing tracing tools is also re-
flected in the work of Janes et al., who provide a system-
atic comparison of open tracing tools according to their
features, popularity, benefits, and issues. Their findings
support the view that tracing tools differ not only in func-
tionality, but also in operational trade-offs and adoption
context [78].

3.4.4 Evaluation results

Table 5: MOS evaluation for distributed tracing

Criterion

Trace and span data model completeness
End-to-end service map generation

W3C Trace Context and OpenTelemetry
compatibility

Cross-signal correlation via exemplars and trace
IDs

Span-level performance analysis

Head and tail-based sampling strategies

Storage backend flexibility and retention control
Horizontal scalability of collector and query
Declarative deployment and configuration
Integrations with CI/CD and deploy markers
Avg 4.
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The evaluation results are shown in Table 4. Jaeger
is selected as the tracing backend because it represents
a complete operational tracing system: ingestion, query,
visualization, topology/dependency representation, and
flexible storage backend choices in architectures that scale
collector and query responsibilities independently [77].
This aligns with the professional topology-aware di-
agnosis pattern, where service maps and dependency
context become first-class diagnostic objects [21, 27].
The evaluation intentionally treats OpenTelemetry as a
critical enabling layer rather than a direct replacement
for a tracing backend: it standardizes instrumentation,
context propagation, and OTLP-based transport, reduc-
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ing coupling between application code and any specific
tracing store [65,75]. This is consistent with the unified
telemetry plane and agentless default augmentation
patterns; standardized collectors/pipelines provide a
controlled point where telemetry can be processed,
sampled, enriched, and exported coherently across
signals [27,29,65,75].

3.5. Alerting and incident response

3.5.1 Category overview

Alerting and incident response cover how telemetry
is converted into operational action: detection, notifica-
tion, routing, and noise control. From a Functionality
perspective, rule-based, SLO-based, and event-based
alerts convert telemetry into actionable notifications;
noise reduction (deduplication, grouping, suppression,
maintenance windows (Table 1)) is critical to prevent
alert fatigue (Table 1); and routing/escalation mech-
anisms should align alerts to responsible teams and
on-call schedules. From an Incident Response Workflow
perspective, monitoring platforms increasingly support
incident lifecycle management (acknowledge, mitigate,
resolve) with runbook/ playbook integration. All three
major cloud providers integrate alerting tightly with inci-
dent management workflows; Azure Monitor structures
alerting around action groups that can notify and trigger
automation including runbooks and functions, and
supports dynamic thresholds [38, 56], GCP Cloud Mon-
itoring creates incidents when alert conditions are met
and supports log-based alerting policies that tie Cloud
Logging detection into the Cloud Monitoring incident
model [51,52], while AWS CloudWatch alarms can create
incidents in Systems Manager Incident Manager, linking
detection directly to operational workflows [14, 28].

3.5.2 Selection criteria

SLO-based and multi-window alerting: evalu-
ates native support for error budget burn rate rules and
multi-window evaluation-for example, evaluating alert
conditions simultaneously over a 1-hour and a 6-hour
window- targeting user-impacting events rather than
transient threshold breaches.
Noise reduction mechanisms:
support for deduplication, inhibition (suppressing down-
stream alerts when a higher-level root-cause alert is
already firing), grouping of related alerts, silencing
(Table 1), and maintenance windows. Azure Monitor’s
dynamic thresholds and smart detection alerts specifically
reduce manual threshold tuning to combat alert fatigue
(Table 1) [38,56].

evaluates first-class

Tag and label-based alert routing: measures routing
of alerts to the correct team or on-call rotation based on
service, environment, and tenant labels without manual
triage intervention.

On-call escalation and scheduling integration: as-
sesses integration with paging and scheduling tools-such
as PagerDuty and OpsGenie-for escalation policies,
on-call rotation handoffs, and severity-based paging. The
notification path must be treated as a critical production
subsystem.

Incident lifecycle management: evaluates support for
an acknowledge-mitigate-resolve workflow, including
incident creation, status tracking, and integration with
Information Technology Service Management (ITSM)
or war-room tooling (Table 1). AWS Systems Manager
Incident Manager and GCP Cloud Monitoring incidents
exemplify this pattern [14,28,51].

Notification channel breadth and delivery reliabil-
ity: measures coverage of email, chat platforms (Slack,
Teams), webhook, and paging channels with reliable
delivery semantics. GCP Cloud Monitoring supports
multiple notification channels [51]. Azure Monitor
action groups can notify and trigger automation across a
comparable set of channels [38,56].
Automated remediation hooks:
webhook or API integration enables controlled auto-
remediation actions, such as restart, scale, or rollback-
with traceability and human approval gates. Azure
Monitor action groups can trigger runbooks and func-
tions [38, 56]. AWS CloudWatch alarms can trigger
Systems Manager Automation runbooks [14, 28].
Cross-signal alert composition: assesses the ability
to define alert rules spanning metrics and logs from a
unified rule plane, avoiding siloed alert ownership. GCP
integrates logging and monitoring so that incidents and
alerts can be driven both by metrics and by log-based
conditions [7,52].

Declarative alert policy configuration:
whether alert rules, routing trees, and inhibition rules
can be expressed as version controlled configuration files,
reviewed and deployed as code. Commercial solutions
expose alerting policy configuration via APIs and declar-
ative templates [55-57].

High availability of the alert delivery path: evaluates
HA clustering or peer replication of the alerting tier
to ensure alert delivery continues precisely during the
infrastructure outages that trigger the most alerts. The
alerting subsystem must remain operational during the
exact failure conditions it is designed to detect.

measures whether

evaluates

3.5.3 Evaluation results

The evaluation results are shown in Table 5. Alert-
manager is selected because it cleanly separates detection
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Table 6: MOS evaluation for alerting and incident response

Criterion A G V4
SLO-based and multi-window alerting 4 4 3
Noise reduction mechanisms 5 3 3
Tag and label-based alert routing 5 4 3
On-call escalation and scheduling integration 5 4 3
Incident lifecycle management 3 3 3
Notification channel breadth and delivery 5 4 3
reliability

Automated remediation hooks 4 4 3
Cross-signal alert composition 3 5 3
Declarative alert policy configuration 5 4 3
High availability of the alert delivery path 4 4 4
Avg 430 | 3.90 | 3.10
A - Alertmanager | G - Grafana | Z - Zabbix

logic (rule evaluation upstream at the metrics layer)
from the incident-facing responsibilities that determine
on-call effectiveness: grouping, deduplication, inhibition,
silencing (Table 1), and routing are first-class primitives
but does not itself evaluate complex multi-signal con-
ditions across metrics, logs, and traces; this requires
upstream systems such as Prometheus, Loki/Grafana,
or other rule engines. [79, 80]. Under PaaS operational
conditions-multi-tenant noise, shared dependencies, and
frequent topology change-these noise-control semantics
are central to maintaining trust in alerting and prevent-
ing alert fatigue (Table 1). This result connects to the
professional monitoring pattern of adaptive detection and
noise control: the core operational objective is reducing
non-actionable alerts while preserving timely detection
of user-impacting issues [24, 26, 38, 56]. The evaluated
open source alerting pipeline (Prometheus rule evalua-
tion + Alertmanager lifecycle management) achieves this
via robust suppression and routing semantics, and fits
naturally into observability-as-code workflows [38, 80].
Grafana alerting scores strongly on cross-signal alert
composition but its governance model can become more
complex when organizations split ownership between
metrics-native rule evaluation and dashboard-centric
alert definitions [69,70,79].

4. General monitoring framework

4.1. Cross-cutting criteria

Several criteria apply across all categories because
they determine operational sustainability regardless
of signal type. Their engineering implications dif-
fer by category (e.g., scalability for log storage is
ingestion/index-dominated, whereas scalability for visu-
alization is primarily a concurrency and query-fanout

concern), so they are evaluated separately within each
pillar. Scalability and high availability: evaluates whether
a component can grow with workload volume and
organizational adoption while remaining resilient to
failures. Prometheus is strong as a per-environment/per-
cluster metrics engine, but long retention and global
query often require extensions such as remote storage
(e.g., VictoriaMetrics) or HA/long-term systems like
Thanos [62,63]. Loki is designed for horizontal scalability
and multi-tenancy, but label governance is a scalability
prerequisite [72-74].  Jaeger’s scalability is heavily
influenced by chosen storage backend and sampling
strategy [77]. Zabbix scales via server/proxy/agent
patterns but can become operationally heavy for highly
ephemeral workloads [64]. Integrations ecosystem
and interoperability: assesses how well the component
interoperates with adjacent layers via stable interfaces,
protocols, and conventions. Grafana’s data source model
and built-in integrations make it a strong front end
for heterogeneous telemetry backends [66-69]. Open-
Telemetry and OTLP enable a standardized export layer
that reduces vendor/tool lock-in and promotes consistent
context propagation [65,75]. Prometheus’s ecosystem
density (exporters, conventions, integrations) remains
a major differentiator in metrics monitoring [60, 61].
Configuration complexity and "as code" maintainabil-
ity: measures whether configuration can be expressed
declaratively, versioned, reviewed, and reproduced across
environments rather than being an accumulation of
manual UI steps. The best-of-breed stack (Prometheus +
Loki + Jaeger + Alertmanager + Grafana) increases com-
ponent count, so configuration management, upgrades,
backups, and runbooks require notable operational focus.
Prometheus configuration is file- and flag-driven and
tends to be automation-friendly [62]. Grafana supports
provisioning patterns for data sources and operational
resources [66—68]. OpenTelemetry Collector can reduce
agent sprawl (Table 1) by consolidating ingestion and
export [65, 75]. Zabbix reduces component diversity
but introduces its own operational complexity as an
all-in-one suite [64]. Resource overhead: evaluates the
compute, memory, and storage cost introduced by the
component at typical and peak loads. Overhead matters
in PaaS because monitoring is itself a platform service
competing for shared capacity. Loki’s index-by-label de-
sign is explicitly intended to lower storage/indexing cost
but requires discipline in labels [72-74]. Prometheus’s
remote write guidance highlights resource overhead
trade-offs when pushing metrics to long-term stor-
age [62]. Documentation quality: captures whether
official documentation enables correct installation, con-
figuration, scaling, and troubleshooting without relying
on tribal knowledge. For open-source monitoring com-
ponents deployed as platform services, documentation
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quality is a practical proxy for implementation risk.
Community maturity: evaluates project sustainability
signals such as governance stability, contribution activity,
and evidence of production adoption. Cloud Native
Computing Foundation (CNCF) notes that graduated and
incubating projects are used successfully in production,
and both Prometheus and Jaeger are CNCF graduated,
which is a useful maturity signal [61]. Zabbix maintains
commercial support offerings alongside open-source
distribution [64].

4.2. Final proposed toolchain composition

Based on the highest average MOS scores in each
functional category, the proposed stack is composed of the
resulting integrated stack can be expressed as:

» Metrics backend: Prometheus

» Visualization / operator workflow layer: Grafana

» Log backend: Loki

» Tracing backend: Jaeger

» Alert routing & incident notification: Alertmanager

The final architecture combines five specialized com-
ponents, Prometheus, Loki, Jaeger, Alertmanager, and
Grafana, to cover the three core telemetry signals (met-
rics, logs, traces) and to translate them into an operational
workflow (visualization and incident response). Each
tool focuses on a single responsibility boundary, which
reduces functional overlap while still enabling end-to-end
correlation during troubleshooting and on-call response.

4.3, Contributions and integrated toolchain

The central aim of this publication was to move
open-source tool selection for PaaS monitoring from ad
hoc preference to defensible engineering rationale. This
was achieved by first clarifying the operational needs
of PaaS monitoring—multi-signal observability (metrics,
logs, traces), correlation across layers, and incident-
oriented alerting—and then translating these needs into
a category-based criteria taxonomy covering metrics
monitoring, visualization, log monitoring, distributed
tracing, and alerting/incident response, complemented by
cross-cutting criteria such as scalability/HA, interoper-
ability, configuration maintainability “as code,” overhead,
documentation quality, and community maturity. The
evaluation method used a MOS-style 1-5 ordinal rubric to
keep scoring interpretable and comparable across diverse
criteria while remaining grounded in verifiable technical
characteristics.

Applying this framework led to a clear recommended
composition: Prometheus as the metrics backbone for
SLI/SLO derivation and rule evaluation; Grafana as the

unified exploration and dashboarding layer; Loki as
the log backend optimized for scalable ingestion with
controlled indexing; Jaeger as the tracing backend for
end-to-end request visibility; and Alertmanager as the
incident-facing routing and noise-reduction layer. Along-
side these “winners,” OpenTelemetry was positioned
as a critical standardization layer for consistent signal
production and transport, strengthening interoperability
and future substitutability.

4.3.1 The proposed monitoring schema

The diagram shown in Figure 4 illustrates an inten-
tionally simplified observability deployment with three
layers (plus external notification channels in the fourth
layer):

1. Application Layer: a representative set of work-
loads (Background Workers, API Service, Web
Application) emits three telemetry streams.

2. Data Collection:

(a) Trace data from all application components
flows into Jaeger (distributed tracing).

(b) Application logs from each component flow
into Loki (log aggregation).

(c) Metrics endpoints (metrics) are scraped by
Prometheus (metrics collection).

3. Visualization & Alerting:

(a) Grafana queries all three backends: it queries
traces from Jaeger, logs from Loki, and metrics
from Prometheus, unifying investigation in a
single UL

(b) Prometheus fires alerts to Alertmanager,
which then notifies external channels (Email,
Slack, PagerDuty).

4.3.2 Data flow and integration

These four levels of the monitoring system must
cooperate properly to ensure efficient and reliable
operation of the whole architecture. In practice, this co-
operation is achieved by integrating selected open-source
tools and enabling structured data exchange between
them. The application layer exposes observability data
through instrumentation: metrics can be published on
HTTP /metrics endpoints and periodically scraped by
Prometheus [59], logs can be written to standard output,
files, or log streams and then forwarded to Loki using
agents such as Promtail, Fluent Bit, or the OpenTelemetry
Collector, while trace data can be generated by instru-
mented services and sent to Jaeger using OpenTelemetry
SDKs, collectors, or compatible tracing protocols. The
data collection layer stores each telemetry type in a
dedicated backend and makes it available through query
interfaces. Grafana then communicates with Prometheus,
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Figure 4: Diagram presenting general cloud monitoring schema

Loki, and Jaeger through their APIs and data source
integrations, allowing users to visualize metrics, search
logs, and inspect distributed traces in one place. Alert
exchange is handled mainly between Prometheus and
Alertmanager.  Prometheus evaluates alerting rules
based on collected metrics and sends firing alerts to
Alertmanager, which groups, deduplicates, silences, and
routes them according to configured policies. Finally,
Alertmanager exchanges data with notification channels
through webhooks, email protocols, or service-specific
integrations, delivering alerts to tools such as Email,
Slack, or PagerDuty. As a result, the architecture depends
not only on individual monitoring tools, but also on
consistent metadata, labels, timestamps, service names,
and trace identifiers that allow telemetry to be correlated
across layers.

5. Final remarks

This publication has addressed the practical chal-
lenge of selecting an open-source observability stack
suitable for Platform as a Service environments, where
elasticity, multi-tenancy, and layered dependencies make
troubleshooting inherently cross-cutting. It introduces a
structured, criteria-driven method that normalizes het-
erogeneous requirements through a MOS-style scoring
model, and it applies that method to a curated toolset
to derive a coherent, minimally overlapping “best-fit”
toolchain. The resulting proposal is technically grounded,
operationally oriented, and intentionally designed to
be reproducible and adaptable as platform constraints
evolve.

5.1. Implications for PaaS monitoring practice

A key implication of the proposed approach is archi-
tectural clarity: by selecting one primary component per
observability pillar, the stack achieves full coverage while
limiting redundant feature overlap that often increases
operational burden. Equally important, the publication
frames monitoring as an operational workflow rather
than a data lake. The simplified reference architecture
explicitly links telemetry capture (metrics scraping,
log ingestion, trace collection) to a single investigative
surface and to an incident-response path that is designed
to reduce alert fatigue (Table 1) through grouping,
deduplication, inhibition, and silencing (Table 1). This
promotes faster diagnosis under continuous platform
change, especially when correlation is treated as a
first-class property rather than an afterthought.

5.2. Limitations and scope boundaries

At the same time, the publication’s results must be
interpreted as a well-justified selection baseline, not a
final proof of fitness under all production conditions. The
MOS rubric provides transparency and comparability, but
it remains an ordinal, criteria-based assessment that can
embed implicit judgment, particularly where “maturity”
and “operability” depend on organizational experience.
Equal weighting was adopted to keep the first version
replicable; however, this assumption can underrepresent
platform-specific priorities (for example, cost sensitivity,
extreme burstiness, or stringent data residency require-
ments). Finally, the evaluation is necessarily constrained
by what can be inferred from documented capabilities

— 19




and architectural characteristics; it cannot fully predict
emergent behaviors such as cardinality-driven instability,
query fan-out bottlenecks, noisy alert dynamics, or the
real operational cost of upgrades and governance at scale.

5.3. The need for experimental testing: use
method in Cloud Artificial Intelligence Service
Engineering platform

The CAISE platform is used in this paper as the
intended environment for further validation of the
proposed monitoring framework. Its architecture and
operational requirements make it a suitable case study
for verifying whether the selected open-source toolchain
can support practical PaaS monitoring needs in a real
platform context. [81]. To convert the proposed toolchain
from a logically consistent design into an evidence-
backed operational recommendation, practical validation
should be performed directly on the CAISE platform
with representative PaaS workloads and realistic failure
modes. The primary objectives should include: (1) verify-
ing end-to-end correlation workflows (metric anomaly ->
scoped logs -> trace-level root cause) under time pressure;
(2) measuring performance and scalability limits across
ingestion, storage, and query paths; and (3) assessing
alert quality and incident workflow effectiveness in
real on-call conditions. A robust experimental design
would combine controlled load scenarios (steady-state,
burst traffic, tenant spikes), topology change scenarios
(autoscaling, rolling deployments, ephemeral instances),
and fault-injection scenarios (dependency latency, partial
outages, misconfiguration, log storms). Metrics should
include at minimum: telemetry completeness (sampling
impact, trace continuity), time-to-detection and time-to-
diagnosis proxies, query latency percentiles, ingestion
throughput, storage growth rates, and resource overhead
on both collectors and backends; alerting should be as-
sessed through precision/recall-oriented indicators (false
positives, missed incidents), deduplication effectiveness,
and operator-perceived actionability. Sample sizes need
not be fixed a priori, but each scenario should be repeated
enough times to characterize variance and to separate
transient noise from systematic bottlenecks. Expected
outcomes include identifying the operational “breaking
points” (e.g., label cardinality in logs, retention/sampling
trade-offs in tracing, dashboard/query fan-out under con-
currency) and validating whether the chosen separation
of responsibilities truly reduces toil. Key risks include
uncontrolled cost growth from high-volume tenants,
emergent coupling between components through shared
metadata conventions, and security/governance gaps
in multi-tenant access patterns. The results should
feed back into refining the selection method itself (e.g.,

introducing weight profiles for CAISE-specific priorities,
tightening criteria definitions) and into refining the
practical reference architecture (recommended defaults,
guardrails, and runbooks for day-2 operations).

5.4. Closing outlook

In summary, this publication delivers a defensible
selection methodology and a cohesive, best-of-breed
open-source monitoring architecture for PaaS, while
correctly acknowledging that operational reality ulti-
mately validates architectural intent. The most valuable
next step is to institutionalize experimental validation
on CAISE, using measured outcomes to harden both the
proposed toolchain and the selection framework into a
repeatable, platform-specific engineering standard. This
concludes the publication.
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