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Abstract: This article addresses some functional safety assessment procedures with cybersecu-
rity aspects in critical industrial installations with regard to the functional safety requirements
specified in standards IEC 61508 and IEC 61511. The functional safety management includes
hazard identification, risk analysis and assessment, specification of overall safety requirements
and definition of safety functions. Based on the risk assessment results, the safety integrity level
(SIL) is determined for consecutive safety functions. These functions are implemented within
the industrial control system (ICS) and/or the distributed control system (DCS) that consi-
sts of the basic process control system (BPCS) and/or the safety instrumented system (SIS).
The determination of the required SIL related to the required risk mitigation is based on the
semi-quantitative evaluation method. Verification of the SIL for the considered architectures of
the BPCS and/or the SIS is supported by probabilistic models with appropriate data and model
parameters including cybersecurity related aspects. The proposed approach is illustrated on the
example of critical industrial installations.
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1. Introduction

Safety and security aspects consist of two different groups of functional
requirements for control and protection systems. It is the reason why analyses
of safety and security should not be integrated directly. The paper proposes an
extension of the currently used methods of functional safety analysis. It can be
done with an inclusion of the information security level assigned to the technical
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system. One of the main objectives of functional safety analysis is to determine the
required safety integrity level (SIL) for the safety-related functions to be realized
by safety-related systems. According to IEC 61508 the interval probabilistic
quantitative criterion is defined for each SIL (1—4). The functional safety analysis
procedure usually does not include cybersecurity aspects. However, in the case
of a distributed control and protection system it can have practical significance.
It may affect the results of determining as well as verifying the SIL, taking into
account functional safety analysis [1, 2]. The general procedure of functional safety
with cybersecurity aspects is shown in Figure 1.

Functional safety, which is a part of overall safety, is aimed at reducing
the risk of hazardous system operation to an acceptable or tolerable level by
introducing a set of safety-related functions (SRFs). They are to be implemented
by control and/or protection systems which are usually operating in a computer
network using wired and/or wireless communication technologies.

These aspects are sometimes neglected in functional safety analyses [3—6].
The role of safety-related control and protection systems for risk reduction is no-
wadays obvious as they are designed to reduce the risks of accident scenarios,
especially those with major consequences, e.g. from ten times to thousand and
more times depending on the required risk mitigation [7, 8]. These systems be-
long to the category of industrial control systems (ICS). Some more important
safety functions, substantially reducing the relevant risks, require the implemen-
tation of protection layers, according to the defense in depth (DinD) concept [8].
Requirements concerning cybersecurity related aspects will be considered regar-
ding the requirements of a series of international standards, IEC 62443 [9], IEC,
63074 [10], ISO/IEC 15408 [11] ISO/IEC 27001 [12] and ISO/IEC 27002 [13]. The
integrated risk analysis and the assessment methodology proposed are compati-
ble with some known methods often used in practice, such as HAZOP (hazard
and operability), LOPA (layer of protection analysis) and SVA (security vulne-
rability analysis) [14, 15]. Security related analyses of the ICS (industrial control
system) during its design and operation as a distributed computer system (DCS)
with relevant SCADA (supervisory control and data acquisition) functions are
very important in hazardous plants, especially when they are considered within
a critical infrastructure [16, 17].

The cybersecurity of information and software quality are becoming crucial
issues in the design of digital systems for the control and protection in hazardous
plants. There are still new challenges concerning the development of methods for
advanced reliability and safety analysis. They include in particular the functional
safety aspects of control and protection systems based on a programmable
technology that offer advanced control and safety-related functionality. These
systems are also vulnerable to cybersecurity problems, especially when they are
used in industrial computer networks. The related issues that are discussed with
some suggestions how to deal with them include: determining the safety integrity
levels of safety functions, uncertainty representation and assessment for verifying
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Figure 1. General flowchart illustrating proposed approach

the safety integrity levels, integrating the safety and security aspects in the
programmable protection systems operating in a computer network [5, 16, 18, 19].

2. Functional safety and cybersecurity of industrial control
system in critical installations

2.1. Functional safety management in lifecycle

The term safety-related (SR) applies to systems which perform a specified
function(s) to ensure that the risk is maintained at an acceptable or tolerable level.
Those functions are safety-related functions (SRFs). Two different requirements
should be satisfied to ensure the functional safety [1, 2]:

e requirements imposed on the performance of safety-related functions;
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e requirements for the safety integrity expressed by the probability that a given
safety function is performed in a satisfactory way within a specified time.

The requirements for safety functions are determined taking into account
the results of hazard identification, while the safety integrity requirements result
from analysis of potential hazardous events. The higher the safety integrity level
(SIL) for a given SRF, the lower the probability of failure on demand (PFD,,)
or the probability of danger failure per hour (PFH) needed to reduce the risk
to the required level. Higher safety integrity levels impose stricter requirements
on the design of a safety-related system [1, 2]. Most often, the safety function
is performed using an electric, electronic and programmable electronic system
(E/E/PES) or a safety instrumented system (SIS) [5, 7, 20].

A safety-related E/E/EPS comprises all the components that are necessary
for the safety function performance, i.e., starting from sensors, via logic control
systems and interfaces, to controllers, including any safety critical operations
undertaken by a human-operator. Standard IEC 61508 defines 4 performance
levels for safety functions. Safety Integrity Level 1 (SIL1) is the lowest, while
Safety Integrity Level 4 is the highest. The standard formulates in detail the
requirements to be fulfilled for each safety integrity level to be achieved. At
higher levels the requirements become stricter to reduce the relevant probability
of PFD,,, or PFH of a given SRF.

In order to deal — in a systematic manner — with all activities necessary to
achieve the required safety integrity for the safety functions to be carried out by
the E/E/PES, the standard adopts an overall safety lifecycle scheme as shown in
Figure 2 that is proposed as a technical framework [1, 4, 20, 21].
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Figure 2. Overall functional safety-related lifecycle proposed in IEC 61508 [1]
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For each safety-related E/E/PE system fulfilling a defined safety-related
function of a given SIL, two probabilistic criteria are defined in the standard,
namely:

e the average probability of failure (PFD,,) to perform the design function on
demand for a system operating in a low demand mode of operation;

e the probability of a dangerous failure per hour (PFH), i.e. the frequency for
a system operating in a high demand or continuous mode of operation.

These numeric probabilistic criteria expressed as intervals for consecutive
SILs and two modes of operation are presented in Table 1.

Table 1. Safety integrity levels and interval probabilistic criteria for safety-related systems [1]

PFD,,, interval criteria

for systems operating | PFH interval
in low demand mode

Safety integrity
level (SIL)

SIL4 [107°,107%) [1079,107%)
SIL3 [107%,1073) [1078,10°7)
SIL2 [1073, 10~ 2) [1077, 107%)
SIL1 [1072, 107! [107,107?)

A quantitative method for determining the SIL can be outlined as follows:

determine the tolerable risk based on a defined risk matrix or risk graph;
determine the risk with regard to the EUC (equipment under control);
determine the necessary risk reduction to meet the tolerable risk level;
allocate the necessary risk reduction to the E/E/PES and other risk reduction
measures.

The relative risk reduction (for consequence N = const) is evaluated from
the Formula (1)

TF:Rt/Rnp:Ft/an (1)
where: R, and F} are the numerical targets for tolerable risk and frequency levels,
respectively; R, and F,  are the risk and frequency, respectively, of a hazardous
event that could occur if the protective system is not present.

Taking into account (1) the relation can be written for PFD,, of a given
SRF operating in a low demand mode:

PFDavg S Ft/an = rF (2)

where: PFD,, is the average probability of failure on demand; the criteria interval
values for consecutive SILs are presented in the second column of Table 1.
The necessary steps for determining the required SIL for given safety-related

system (SRS) are as follows [1, 20, 22]:

e determine the frequency F, (from the EUC risk without the addition of any
protective features);
e determine the consequence (N) without the addition of any protective features;
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e determine, using a defined risk matrix or risk graph, whether a tolerable risk
level is achieved for the frequency (F),) and the consequence (N) (it would
require further investigation using the ALARP principle, depending on the risk
class);

e determine the probability of failure on demand (PFD,,,) from (2) for the SRF
to meet the necessary relative risk reduction (r%); for the given consequence of

the hazardous event considered.

According to IEC 61508 the safety validation should be performed in
terms of the overall safety function requirements and the overall safety integrity
requirements, taking into account the safety requirements allocation for the
E/E/PE safety-related system in designing. Thus, in particular the PFD,,
value must be verified in the probabilistic modeling process for the considered
architectures of a given E/E/PE safety-related system taking into account the
probabilistic criteria specified in Table 1 for a given SIL.

avg)

2.2. Cybersecurity aspects in industrial control and protection
systems

The main aspect of security is the protection of assets that include:
information, data, the computer and peripherals, communication equipment and
installations, power supplies, system programs, application programs, functions
and procedures, documentation, etc. [23]. The risk is associated with some
categories that have to be protected, for instance [12, 13]:

e confidentiality: ensuring that information is accessible only to authorized users;

e integrity: safeguarding the accuracy and completeness of data and processing
methods;

e availability: ensuring that authorized users have access to the system and
associated assets when required.

Sources of the damage, such as computer viruses, Trojan and spy software,
hacking or denial of service attacks have become nowadays more dangerous
and sophisticated [16, 24—-28]. All those aspects should be included in the risk
analyses [12, 15, 28]. The multipart standard ISO/IEC 15408 defines the criteria
referred to as the Common Criteria (CC), to be used as the basis for evaluation
of security properties of IT products and systems. The CC permit comparability
between the results of independent security evaluations. This is done by providing
a common set of requirements for the security functions of IT products and
systems and for assurance measures applied thereto during the security evaluation.

The evaluation of an IT product or system is known as the Target of Evalu-
ation (TOE). A defined TOE or TOEs include, but are not limited to, operating
systems, computer networks, distributed systems, and applications [3, 4, 29, 30].
The CC address the protection of information from unauthorized disclosure, mo-
dification, or loss of use. The categories of protection related to these three types
of security failure are commonly called, as has been mentioned above, confiden-
tiality, integrity, and availability [11, 15].
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The FEvaluation Assurance Level (EAL) is a package of assurance require-
ments which covers a complete development of a product with a given level of
strictness. The Common Criteria list seven levels, with EAL1 being the most ba-
sic (the cheapest to implement and evaluate) and EAL7 being the most strict
(most expensive) levels. Higher EALs do not necessarily imply better security,
they only mean that the claimed security assurance of the TOE has been more
extensively validated [11, 24]. Each Evaluation Assurance Level can be described
as: EAL1 — functionally tested; EAL2 — structurally tested; EAL3 — methodi-
cally tested and checked; EAL4 — methodically tested, designed and reviewed;
EALS5 — semi-formally designed and tested; EAL6 — semi-formally verified design
and tested; EALT — formally verified design and tested.

The results of a security analysis of a given control and protection system
can be divided into some general categories, for example, a qualitative description
with defined security levels such as: low level, medium level or high level of security.
The aim of security analyses is to determine the EAL achievable for the considered
solution of a system and/or network. The EAL determined for a given solution is
taken into account during the functional safety analysis (see Table 2).

Table 2. Levels of security and corresponding EALS [3, 6, 31]

Evaluation

Assurance Level Security Level
EAL1 Low level
EAL2 Low level
EAL3 Medium level
EAL4 Medium level
EAL5 High level
EALG6 High level
EAL7 High level

The evaluation process establishes a level of confidence that the security
functions of products and systems considered, and the assurance measures applied
to them meet these requirements. The evaluation results may help developers and
users to determine whether a product or a system is secure enough for the intended
application and whether the security risks implicit in its use are tolerable.

Another approach to the security evaluation for industrial automation and
control systems is IEC 62443. A concept of Security Level (SL) has been introduced
in this normative document. There are four security levels (SL1 to 4) and they
are assessed for a given security zone using a set of 7 functional requirements [9,
24, 25]. The TEC 62443 standard uses security levels as a qualitative approach
to expressing security requirements. As shown in Table 3, there are four different
security levels, which are characterized in terms of the threats against which they
protect.
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Table 3. Security Assurance Levels (SLs) [9]

SL1 | Protection against casual or coincidental violation

Protection against intentional violation using simple means

SL2 with low resources, generic skills, and low motivation

Protection against intentional violation using sophisticated
SL3 | means with moderate resources, system specific skills
a moderate motivation

Protection against intentional violation using sophisticated
SL4 | means with extended resources, system specific skills and
high motivation

The SL is a relatively new security measure concerning control and protec-
tion of systems. It is evaluated based on a defined vector of seven requirements
for a relevant security zone [9]:

SL={AC, UC, DI, DC, RDF, TRE, RA} (3)

where: AC — identification and authentication control, UC — use control, DI —
data integrity DC — data confidentiality, RDF — restricted data flow, TRE —
timely response to event, RA — resource availability.

Another security analysis method can be proposed on the basis of the SeSa
(SecureSafety) approach, which has been designed by the Norwegian research
institution SINTEF. Using SeSa rings related to security protection is another
approach useful for the integration of functional safety and security aspects
(Figure 3).

Physical security installation:
gates, security keys, biometry

External network infrastructure

(Internet, VPN, GSM/GPRS):
switches, routers, gateways, modems,
firewalls

Administration network:
DMZ, Web servers, login

Internal zone DMZ:
VLAN - Virtual LAN

DCS servers, operator
stations, terminals and
SCADA:

Local industrial network SAS
and BPCS:
S-bus, Profibus, Modbus, OPC, CAN,
KNX, ProfiSafe, HART, PLC, RTU

SIS/ESD systems:
Safety PLC, PLC, E/E/PE, SRS

Remote
access
to SIS

Figure 3. Rings of protection in SIS system [27]

It is dedicated to control systems and automatic protection devices used
in offshore installations, monitored and managed remotely from the mainland
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by generally available means of communication [27, 28, 31]. According to the
series of standards IEC 61508 and IEC 61511 the Safety Instrumented Systems
(SIS) are very important not only for safety, but also for security. An ICS system
(e.g. BPCS or SIS) should have appropriate protection. This safeguard is strictly
connected with the estimated levels of sensitivity and criticality. The strength
of the security level may be determined by rings of protection (Figure 3). The
number of rings of protection is increasing depending on the levels of security
(EALs or SLs). The outer ring of protection is connected with the highest
level of security. An important task of integrated functional safety and security
analysis of such systems is verification of the required SIL taking into account the
potential influence of the described security levels (EAL, SL or SeSa protection
rings) [21, 22, 31].

3. Classification of process control and protection systems

A conventional control and protection system consists of a programmable
logic controller (PLC), sensors, actuators, a control station with SCADA and
a control station. The system components may be connected by different internal
or external communication channels. The information sent between the PLC and
the control station can be transferred by standard series or parallel communication
protocols or other methods of communication, e.g. wireless GSM/GPRS.

Three main categories of distributed control and protection systems have
been proposed, based on the presence of a computer system or an industrial
network, its specification and type of data transfer methods [19, 31, 32]:

I. Systems installed in concentrated critical facilities using internal communi-
cation channels only (e.g. LAN);

II. Systems installed in concentrated or distributed critical plants, where the
protection and monitoring system data is sent by internal communication
channels and can be sent using external channels;

III. Systems installed in distributed critical installations, where data is sent
mainly by external communication channels (Figure 4).

The standards IEC 61508 and IEC 61511 introduce some additional re-
quirements concerning the data communication channels and security aspects in
functional safety solutions. They describe two main communication channel types
— white or black. The white channel means that the entire communications chan-
nel is designed, implemented and validated according to the requirements of TEC
61508. The black channel means that some parts of a communication channel are
not designed, implemented and validated according to IEC 61508 [1, 2, 31].

4. Functional safety and cybersecurity integrated
approach
4.1. Determining required safety integrity level

One of the main purposes of the functional safety analysis is to determine
the safety integrity level (SIL) for a given safety-related function, which is to be
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implemented by the control and/or protection systems that are usually based
on programmable electronic systems. They are playing an important role in
many applications, including the control and protection of hazardous installations.
However, a failure or incorrect operation of such critical components, controlling
and/or protecting an industrial system could lead to a serious injury or even
death of one or more people. In some cases it can lead to significant environmental
damage or property loss. This is the reason why the risk analysis of the E/E/PE
systems is so important.

These methods are qualitative or quantitative, which means that they
use descriptive or quantified information about risk parameters. The standard
proposes a qualitative risk graph method for determining qualitatively the SIL
for a given safety-related system as the main method [1, 2]. Tt is very useful,
nonetheless, special care should be taken when applying this method. A general
scheme of considering the security analysis results is presented in Figure 5.

It is assumed that the security analysis, e.g. SVA (security vulnerability
analysis) is carried out separately, and its result shows how secure an object or
a control system is. The presented methodology has significant importance in
control and protection systems which are distributed and use different wired or
wireless communication channels.

The proposed method of SIL determination is based on risk graphs and al-
lows building any risk graph schemes with a given number of risk parameters and
their ranges expressed qualitatively, or preferably quantitatively. The safety-rela-
ted systems usually operating in a computer network use wired and/or wireless
communication technologies [17, 33]. These aspects are sometimes neglected in
known functional safety analyses. The standard does not indicate directly how to
consider the safety of communication channels in the functional safety analysis.
There is no doubt that it is a real security problem. Additionally, safety and secu-
rity aspects consist of two different groups of functional requirements for control
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and protection systems. It is the reason why analyses of safety and security sho-
uld not be integrated directly. The proposed method of integration of both these
aspects is based on the usage of cybersecurity analysis results as one of the inputs
into the functional analysis method. In this case a functional safety analysis is
superior and both analyses are done separately [31].

Given the typical definition of risk used in the risk assessment process,
presented as a combination of frequency or probability of a dangerous event and
its consequences, the simplified method of determining the required SIL for safety
functions has been proposed. In this case it should include aspects of information
security. This analysis is based on the obtained information from the process
of identifying risks in technical systems, as well as assessing the level of risk
associated with it. Some of the risk factors to be taken into account when carrying
out this type of analysis, have an impact on the estimated value of the frequency
or likelihood of some of the consequences. Some of the risks associated with the
frequency parameters involve most hardware reliability issues and the reliability
of human activities as part of the technical system. The risk factor associated with
communication and data transfer between different components of the system is
usually ignored in this case. However, in some cases, it may be found that it can
have quite a significant impact on the actual level of risk of a scheme

Risk is defined as:

R=fxC (4)
where the frequency f of the occurrence of some scenario associated with certain
consequences C' is dependent on several factors, including the reliability of
technical solutions used in the analyzed system.
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Analyzing such a system in terms of security can result in detecting the
existence of certain vulnerabilities, which may increase the risks associated with
the overall system. In most cases, this will result in increasing the frequency of
occurrence of a certain scenario, therefore, assuming that the consequences are
C = const. Then, it can be said that:

fT— R7T, when the system has a vulnerability T (5)

The system vulnerability can be measurable and expressed by the level of security,
taking into account the countermeasures introduced to the system which may
mitigate these vulnerabilities.

Considering the hazard identification stage in the system which is a very
important part of defining the required safety-related functions, there is a need
for determining the possible causes, consequences and frequency of occurrence for
every described hazard or scenario. Good protection of all kinds of information
in the system, or (better to say) its absence in the analyzed object, will affect
the part related to the causes. Consequences related to those hazards remain
the same, unless we consider the effects of sabotage such as barriers, emergency
procedures, etc., but the frequency or possibility of their occurrence may change
in case of the security level. Knowing that reducing the causes is very important to
the safety of a technical facility, the security issue in that point should be treated
very seriously.

The hazard identification method, such as HAZOP, can be extended with
another factor related to the identified vulnerabilities of the system. This infor-
mation may directly influence the calculation of the identified threat occurrence
frequency related to the defined causes. An example is presented in Figure 6 [6, 31].

. Vulnerabilities/ .
Node - Possible Technical .
. Countermeasures Consequences Proposed actions
deviation causes N safeguards

(security)
Security assessment Proposed safety
results related functions

’
’

7’
, .
X has influence on

I Risk R

5! &

Figure 6. HAZOP with security information — Cyber HAZOP

The level of security which is to be used in the further risk assessment
process (in terms of functional safety) has to be defined in such a way that its
inclusion in these analyses should be fast and simple. Depending on the methods
used in the analysis of functional safety, a quantitative or qualitative value
describing the level of security is required. The quantitative analysis is usually
much more expensive and difficult as it requires performing a number of studies on
the prevalence of vulnerabilities in the system and the assignment of probabilities
to them is needed [31, 34]. An example can illustrate the situation of implementing
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the SIS layer designed for safety-related functions. Inadequate protection of such
a system to prevent intentional action from the outside (assuming that there
are some serious vulnerabilities which allow it) will reduce the reliability of the
response of such a system. This will reduce the SIL achieved by this system.
Therefore, it becomes also necessary to adequately clarify the issue of individual
protection layers in terms of their vulnerability to all kinds of threats associated
with security issues.

An example of a functional safety analysis is presented below. It is based on
a control system (shown in Figure 7), which consists of some basic components
such as sensors, transmitters, programmable logic controllers and valves. It is
a part of an oil fluid receiving system from a wellhead. The well fluid is heated in
a preheater and then, after a pressure reduction process, it is supplied to the main
heater and a separator. The additional bypass is provided to allow temperature
control and maintain constant temperature of the fluid. The functional safety
analysis relies on information taken from a process of hazard identification as well
as further risk assessment for a designed or existing basic process control system.
Some factors influence the frequency and some are responsible for consequences.
The frequency parameter is basically associated with reliability of the control
system equipment and human factors. The security aspects, which are associated
with e.g. communication between equipment or restrictions in access to the system
and associated assets, are usually omitted during this stage of analysis. However,
they can significantly influence the final results. Hence, there should be a simple
but effective method that would allow those aspects to be quickly appended to
a typical functional safety analysis. It is very important especially in analyses of
complex, distributed control systems.

Risk assessment could be done with many different methods, like risk
graphs, risk matrixes, protection layer analysis, etc. In this paper the risk graph
method will be described. A standard risk graph consisting of risk parameters
relating to the consequences of the hazardous event (C), the frequency of, and
exposure time in, the hazardous zone (F), the possibility of failing to avoid the
hazardous event (P) and the probability of the unwanted occurrence of potential
events that require the operation of a given E/E/PE safety-related system (W),
is shown in Figure 8.

Taking into account the example control system (see Figure 7) and the
possible accident scenarios associated with it, the safety-related function can be
introduced. In this particular case a SIF related to the pressure increase hazardous
scenario will be taken into consideration. From the risk assessment the safety
integrity level for the given safety function overpressure protection pipeline was
determined as SIL3.

4.2. Verification SIL with cybersecurity aspects

The proposed method to determine the SIL is based on risk graphs and
allows building any risk graph schemes with a given number of risk parameters
and their ranges expressed qualitatively or preferably quantitatively [6, 31, 35].
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It is the quantitative method based on the reliability block diagram (RBD) that
is often used to verify the SIL of an E/E/PE system or SIS. Taking into account
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Table 4. Risk graph related data (Figure 8) [1, 2]

Risk parameter Classification

Ca | Minor injury

OB | Serious permanent injury to one ore more persons, death
Consequence (C) to one person

Cc | Death to several people

Cp | Very many people killed

Frequency of, and
exposure time in, the
hazardous zone (F)

Fa | Rare to more often exposure in the hazardous zone
FB | Frequent to permanent exposure in the hazardous zone

Possibility of avoiding the | PA | Possible under certain conditions
hazardous event (P) Pp | Almost impossible

W1 | A very slight probability that the unwanted occurrences
will come to pass and only a few unwanted occurrences

are likely
Probability of the Ws | A slight probability that the unwanted occurrences will
unwanted occurrence (W) come to pass and few unwanted occurrences are likely

W3 | A relatively high probability that the unwanted
occurrences will come to pass and frequent unwanted
occurrences are likely

a method of minimal cut sets, the probability of failure to perform the design
function on demand can be evaluated based on the following formula [18, 31]

PED(t) >~ Q;(t)~> [ a:(t) (6)
j=1 j=lick,

where: K; — the 4th minimal cut set (MCS), Q,(t) — the probability of the jth
minimal cut set, n — the number of MCSs, ¢,(t) — the probability of failure to
perform the design function by the ith subsystem or component.

The average probability of failure to perform the design function on demand
for the system in relation to formula (6), assuming that all subsystems are tested
with the interval T7, is calculated as follows:

Ty
1
PFD, = — / PFD(t)dt (7)
<3 TI
0

where: T} — the proof test interval.
The probability per hour (frequency) of dangerous failure can be evaluated
based on the formula as below [18, 31]:

£ (1750 00) (S0 25 000
S S | Ty

where: A\i — the failure rate of the ith subsystem.

Dependent failures in redundant systems increase significantly the proba-
bility of potential breakdowns. They should be included in the probabilistic mo-
deling of E/E/PE (or SIS) systems. Another known problem is to determine the

PFH ~

(8)
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value of 8 — the factor representing potential CCF (common cause failure) for
a given redundant system. A knowledge-based approach can be applied for prac-
tical reasons, similarly as in IEC 61508, based on scoring the factors influencing
potential dependent failures [36, 37]. There are also proposals to evaluate the § —
factor depending on the architecture of the redundant systems considered

51«,0071, = ﬂ : Ckoo’n, (9)

where: [ is the base factor for a simplest architecture 1oo2 and C},,,, is a coefficient
for the actual system architecture.

The following is assumed as the values of Cj,,,: Cioe = 1; Cy 3 = 0.5;
02003 == 1.5 (Table 5)

Table 5. f,,, factor for redundant (koon) structures [1, 36]
n
3 4 5
1] 8 |oss] 03] 028
2l | es | 068 | 04p
3] [ — |1mp] oss
115

The failure rate A for a component (subsystem) of a koon system is the sum
of the independent failure rate A; and the dependent failure rate A.:

In such a case factor 3 is defined as follows:

_Xe
= (11)

Then, using (10) and (11) the dependent probability of failure can be calculated
as follows:

qc(t)=pB-q(t) (12)

and the independent failure probability can be obtained from the following formula
qr(t) = (1—=p)-q(t) (13)

Figure 9 illustrates a block diagram for a 1002 structure including a depen-

dent failure [36, 37].
qi(t)
»—|: } qc(t) —e
qi(t)

Figure 9. Reliability block diagram for 1002 system including dependent failure
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On the basis of the formulas (6), (7) and (10)—(13) it is possible to calculate
the probability of failure on demand for a 1002 system including common cause
failures from the following equation:

2

T
PFD, 1000 =[(1—B8)Ap)? (3’ +T;MTTR + MTTR2> +
(14)

BApy (2’ + MTTR>

where: T} — the interval to perform periodical tests; MTTR~ the mean time to
repair; Ap — the dangerous failure rate; Apy — the dangerous undetected failure
rate.
The probability of a dangerous failure per hour for a 1002 architecture is
evaluated taking in account (6) and (8) from the formula as below
1

PFH,,, ~2[(1—B)Ap]* <2+MTTR) + BApy (15)

It is known that the overall subsystem’s failure rate is calculated from the
equation:

A=Ap+As=Apy+App +Asutsp (16)
where: A\ — the dangerous failure rate; A\g — the safe failure rate; Apy — the
dangerous undetected failure rate; App — the dangerous detected failure rate; Agy;
— the safe undetected failure rate; Aqp — the safe detected failure rate.

The SIL is associated with safety aspects while the EAL, SL and SeSa
are concerned with the information security level in the entire system performing
monitoring, control and/or protection functions (Table 6). Table 6 shows potential
corrections of the SIL for low, medium and high levels of safety-related (E/E/PE
or SIS) system security. It is possible that undesirable external events or malicious
acts may influence the system by threatening to perform safety-related functions
in case of a low security level. Therefore, the low level of security might reduce the
safety integrity level (SIL) when the SIL is to be verified. Thus, it is important
to include security aspects in designing and verifying the programmable control
and protection systems operating in an industrial network.

An integrated approach is proposed in which determining and verifying the
safety integrity level (SIL) with levels of security (EAL and SL) is related to the
system category (I, IT or III). It is possible that undesirable external events and
malicious acts may impair the system by threatening to perform safety-related
functions in case of a low security level (Figure 10).

Such integrated approach is necessary because not including security aspects
in designing safety-related control and/or protection systems operating in a ne-
twork may result in deteriorating the security (lower SIL than required). In such
cases the SIL verification, integrated with security aspects, is required (Figure 11).
The security measures which may be taken into account during the functional sa-
fety analyses are also of prime importance. Some of them only have been presented
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Table 6. SIL that can be claimed for a given EAL or SL for distributed control and
protection systems of category II and (III) [19, 31]

Determined Verified SIL for systems
of category II & (III)
cyber security factor functional safety
EAL SL Level of 1 2 3 4
security
1 1 | — (—) SIL1 (—) SIL2 (1) SIL3 (2)
ow
2 1 — (—) SIL1 (—) SIL2 (1) SIL3 (2)
3 2 SIL1 (—) SIL2 (1) SIL3 (2) SIL4 (3)
medium
4 2 SIL1 (—) SIL2 (1) SIL3 (2) SIL4 (3)
5 3 SIL1 (1) SIL2 (2) SIL3 (3) SIL4 (4)
6 4 high SIL1 (1) SIL2 (2) SIL3 (3) SIL4 (4)
7 4 SIL1 (1) SIL2 (2) SIL3 (3) SIL4 (4)
Assigning Security Level Cybersecurity Level
FAL, SL :
FMEA/FMECA analysis | N\ ow LN SIL
protection ring / * medium 1 ve rification
number analysis ® high
SeSa methods

Figure 10. Assigning cybersecurity level in industrial network

in this project. A well-known concept of EAL, SL and SeSa is the basis for the
presented methodology. However, there are also limitations of applying the com-
mon criteria and the EAL related measures may be insufficient for some solutions
of programmable systems.

Veritied SIL Select system category
(PFD,y,, PFH) L I orlll

!

Assign
security level
low, medium or high

1!

Compare .
with Table 6 Decision on SIL
SIL that can be claimed reduction in final

for given security level report

Figure 11. Safety integrity level verification Procedure including cybersecurity aspects
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The EAL is usually related only to a single hardware or software component.
This is the reason why other security models or descriptions should be taken into
account. One of such models may the SL based approach which has been proposed
lately and which is intended to describe, in an integrated way, the system security
in relation to the functional safety concept.

5. Case study

Taking into account the example control system (see Figure 7) and the
possible accident scenarios associated with it, the security-related function can be
introduced. In this particular case a SIF related to the pressure increase hazardous
scenario will be taken into further consideration.

Having the required SIL for this safety-related function, a proper architec-
ture of the SIS should be designed. After this step, the proposed architecture has
to be verified, i.e. checked, if it fulfills the requirements [23, 31, 37—40]. The pro-
cess of SIL verification, similarly like SIL determination, usually does not include
cybersecurity aspects. An important task of an integrated functional safety and
security analysis of such systems is the verification of the required SIL taking into
account the potential influence of the above described security levels, identified as
the EAL, SL or SeSa protection rings. The SIL is associated with safety aspects
while the EAL, SL and SeSa are concerned with the information security level of
the entire system performing the monitoring, control and/or protection functions
(see Table 6).

It is possible that undesirable external events or malicious acts may influ-
ence the system by threatening to perform the safety-related functions in case of
a low security level. Therefore, the low level of security might reduce the safety
integrity level (SIL) when the SIL is to be verified. Thus, it is important to include
cybersecurity aspects in designing and verifying the programmable control and
protection systems operating in an industrial network. In a situation of distribu-
ted control and/or protection systems operating in a network it is necessary to
consider also potential failures within such network (Figure 12).

o— B —o—F—o—Bl—o—E

2 3 4
Sensors [koon) Network (koon) PLC (koon] Actuators [koon)

L
(o]

w0

EJEJPE system

Figure 12. RBD model SIS (E/E/PE) system including industrial computer network

The average probability of failure on demand PFD,, is calculated according
to the formula:

PFD?NgSYS = PFDang + PFDavgNet + PFDangLC + PFDang (17)
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where: PFD, ,qvg — the average probability of failure on demand for the SIS
system, PFD, ¢ — the average probability of failure on demand for the sensor,
PFD, e — the average probability of failure on demand for the network,
PFD,,prc — the average probability of failure on demand for the PLC, PFD
— the average probability of failure on demand for the actuator.

Taking into account (17) it is obvious that the value of probability will be
greater in a situation when a computer network is considered. Thus, the results
obtained can influence the verified SIL (a lower value of SIL than in the case when
the network is not considered). The modeling methods proposed in the IEC 61508
and TEC 61511 standards do not include the computer network components. Thus,
the results obtained can be overoptimistic. A communication channel between
controllers is represented by the block with the determined SIL.

An example of functional safety analysis is presented below. It is based on
a control system (Figure 13), which consists of some basic components like sensors,
programmable logic controllers and valves. It is a part of petrochemical critical
installations. The communication between sensor logic controllers and actuators
is implemented by wired devices vulnerable to cyber attacks.

- | From the
i | i | storage tank Oil & gas fluid
- pre-heating )

main heating )

avgA

v

To the main
pipeline

Central control
system

Figure 13. Example of a control and protection system with a safety instrumented system

In the risk assessment, the safety integrity level for safety function was
determined as SIL3. In the industrial practice such a level requires usually
to be designed using a more sophisticated configuration. The safety function
(overpressure protection) is implemented in a distributed safety instrumented
system (see Figure 14).
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[ s |

[E Pressure
' 5ensors

[E safety
: valves

! K=2 out of
! N=3

Figure 14. RBD model overpressure safety instrumented system SIS in a critical installation

The required SIL for the entire distributed E/E/PE or SIS system is
determined in a process of risk analysis and evaluation. It has to be verified
in the process of probabilistic modeling, taking into account its subsystems,

including networks. The reliability data for SIS components is presented in
Table 7 [8, 33, 41].

Table 7. Reliability data for SIS system components

PS | NET | Safety PLC| SV

DC [%] 54 99 99 95
Apy [1/h] | 3-107 [ 8-1078 | 7-107% |8-1077
T, [h] | 8760 | 8760 8760 8760
8 002 | 001 0.01 0.02

The assessment of the result obtained for the SIS structure (Figure 14):
PFDangIS =

PFDangS(Qoo?)) + PFDavgNET + PFDangafctyPLC + PFDangV(looQ) = (18)
4.46-107543.5-10714+3.07-107*+8.22-10°~7.84-10* = SIL 3

Thus, PFD,, is equal to 7.84-107* fulfilling formally the requirements for
random failures at the level of SIL3 (Table 8). The omission of cybersecurity
aspects or communication network subsystems can lead to overoptimistic results,
particularly in the case of distributed control and category II and IIT protection
systems which is shown in this case study. The safety integrity level SIL3 for
category III systems in those cases requires a high level of security (EAL >5 or
SL > 3). The presented example shows that including the cybersecurity analysis
effect in the SIL verification process can influence its result. Low (for a cat. II
safety-related system) as well as low and medium (for a cat. III safety-related
system) cybersecurity levels can reduce the overall efficiency and decrease the SIL
accordingly (see Table 6).
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Table 8. SIL verification report for SIS overpressure protection system

/ subsysfz/;: /I Iellements koon | §[%] | PFDuy | SIL

SIS 0| — — | 7.84-107* | 3

PS A ] 2003 | 3 [446-1Q°| 4

PS 20— — | 1.341Q 2| 2

PS .2 1.34-1073 | 2

PS 20— — | 1.34-1073 | 2
NET 1 | lool | — | 35.107* | 3
NET 20— — | 35.107* | 3
PLC 1 | lool | — | 3.07-107* | 3
Safety PLC 20— — | 3.07-10% | 3
SVA A 1o02 | 2 [822:107° | 4
SVA 20— — | 351073 | 2
SVA 20— — | 351073 | 2

6. Conclusion

The procedure for functional safety management includes hazard identifica-
tion, risk analysis and assessment, specification of safety requirements and defini-
tion of safety functions [1, 2]. These functions are implemented in a basic process
control system (BPCS) and/or a safety instrumented system (SIS), within an
industrial network system that consists of wireless and wired connection. The de-
termination of the required SIL related to risk mitigation is based on the semi-qu-
antitative evaluation method [1, 2, 39]. Verification of the SIL for the considered
architectures of BPCS and/or SIS is supported by probabilistic modeling of appro-
priate data and model parameters including cybersecurity-related aspects [1, 31].
The proposed approach is based on functional safety aspects that are well known
in process industries and the cybersecurity methodology [9, 11, 23-25]. A main
problem with these topics is the influence of security aspects on functional safety
analysis.

The cybersecurity aspect is considered as a risk parameter taken into
account in the functional safety analysis. Under some circumstances the required
SIL, which is related directly to the required risk reduction level in a technical
facility, may be increased, especially for the distributed control systems, as they
may be more exposed to inner and outer threats. This issue has been illustrated on
the example of a modifiable risk graph with an additional risk parameter related
directly to the determined level of cybersecurity. On the other hand, it should
be also said that there is a verification issue of the required SIL for the designed
safety-related system which implements the defined safety function. In this case
the result of the security analysis can affect the calculated SIL directly.

The approach proposed is illustrated on an example of a critical installation.
Comprehensive integration of the functional safety and cybersecurity analysis in
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critical infrastructure installations is very important and it is currently a chal-
lenging issue. It is also a challenge to include cybersecurity aspects in designing
distributed industrial control systems (ICS).
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